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Eol . 4

s 53 dzjs fig stz § Is
lstsdzbtotsdzd tetso Ols!  ftslstejBdzj dzdj IstOW SO o dzjh dz
fnd Isd
2) Oh dlsdls! toj kztemr odizlstej dzdzj 2 Mjlsd d MOBSETt
3] sz yOls! tlyy bdsfls!: 65 dMfsd Ltso Odzds IstcOW
4) sz yOls! tskyy s 6 Hj2flsoadwd MtslstezH dzd S tso .
[ 5 sdzdzd s PwzOls j W MIsd<Cd MmdMmisi b3 .

l 5L d3tsy dets My ls ¢ dimf sdz' L s9 Odad W dzj scteOdad UJj
o dgzlstcj deded n ddzalsj oW j2Mtse

t OMftej Hy dzy dedetsy o' ydmdzj dedj bteO¥WdEO ( dfr
HsMlszdf © © I nternet ftoed BHdes?2 11 d JjHJC

RMY sdz igdan®lg ' dsz Mtse &3y Misdes ) DHCP Mmjtco jt
OB sYdE MkOdyd2 d foLotdEYjls ©OBGIOIlS!
cOBBYj?2 MlsOdeydd)

l 5L i3sy detsfyls ! dmf sdz' L s Ols!  {ipd figls jitiglis dzfiyts o c
(€O0¢ B Yda' o, sO¢ d ooy ctOQéz d)ser Ylpt
BJ LS OmMdesmis d , sO¢ d ZMmls Odzts o dzj dzd © B 1
fsmjhjddj s tej Mztemtsea, d kHOdzj diqly tc @afzcf \j .dz

I L sy desfls! dMyfsd L so Oded™ § OC Squiddalz Is t6
(OolsBOdUjMSts] L OdzMmjdegfj Th@EEPE 0)dzOY
ftetsctcORRBASEts 5B MY juyjddw Mstttsddkdn O
SHdsotoj d3j dzdets ] M sdz' Ltso Odedj tsBBdrR 9 dH!

1dBSOY Mmdmisj B0 fOs OHMBId]MstOlsds d A
MlsekSkkztek o 0h j2 ©c OddL Coydjddzdd dE@iLipsGi e
Mtstslse jlsMisodd M L OddBOj Bs?2 Hisdy detsflss s

dolss®OIsdY] MS O dOfMses2¢0 NAT ddd &Of
fejHftylsjdd2 OH®BJd]MsEOEEO

VHESB dzOW fdMmisj &30 B detso dzj dzgd™¥ fesHEZCIO
Estsddlsj d d & tsf)dzpwids slZg19 j dzss Mz Do j 51 dath ¢
fsLotdvjl ftsflmMCOl: dzj MStd S5 §tejH' H
OCkkOdkdL dteso Ols: o 0OhE MdMmlsj iz,

[ BHEd dshls! fdflsj dr fsLotsdvjlk sfldc
Qi SBRBHJA j HdY tjhjdd™ L OHOY ddj dedets e

sdMmlsj BO s dofg CORlEY j sy f S O0kOEZOKd o
BjcOBdls d BEdj.
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vjtedsddde d MtsCteOh j ded W

DL BE aw |[ T8N

TraffPro g d mislg B3 @ dzls tntsrdetls tc © W (dr&ffi@ and
Protection)

1 OLO HOdzdzr = MYSQL

ol |
[ 4 di3sdz 1 ddz0tedz” 2 dMmY tsdzdaw § d3" 2
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LMsOdseo €O Traffpro.

1 jteJH dzOyoOdzsds EMmlsOdesoe € d Traffpro, or Htdd bk
mMdzj ke hdj fOCjlIsr :

iptables, iptables-devel

mysql mysql-server, mysql-devel, mysgl-libs

httpd

php, php-mysql
gcc, gec-c++.

H O dzdz’ Isjf flsAifisjold & Ists dzO Trafferb fj @ j risRB y{didg , | O Lk fiyls O d

fn dzd
L finjelaetf

(
d
ljtejyddz fOCjilsse ftecdqojHjdz Hdzv HdMIstedBlkIsdo tso:

{ Mdzd o7 § dzOdzedtelzj Isd Gquitl sTaaffPrto, Olds s frievjLtiEdds | L Oo
SQui d, BEzOqpd g CIsr . 1 ted MlsOtelSguidTr af f pro MO

chkconfig --levels 345 squid off

H dz20yO0Odzsd3 Iz miss@lideix.q Waff, { ds's@dgy, yd 4 jo d HJ
etc/selinux/config etk ¢ IIsOCTt

=
o
O
S

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=disabled

# SELINUXTYPE= can take one of these two values:
# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

# SETLOCALDEFS= Check local definition changes
SETLOCALDEFS=0

t ¢ BB dfnjlztg jsin® dntg oo ¢f e

#z s O ddigjotEBG: s if P& Bso
yum install httpd mysql-devel iptablesdevel gcc php phpmysqgl mysqgtserver gcec++
libstdc++-devel
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10 EMC dzi sBRatsH @ » Mmdzlzy B :

service mysqld start

service httpd start

HHAHH AR R R R R

VMisOdzsoa € O f Otetsdzv r oot HdzZw HtsMlkzf O ¢ My SQL:
/usr/bin/mysgladmin -u root password dzts 9 1 DO te t5 dz-

sz iz f Otctsdzv f sdz' LtsoOlsjdzv root tjSdRj dgH iz Isw
TraffPro d dzd L o3 dgpfldgid fIs L Of EMC O EMlsOdseo¢d BOL"™ mysql

A jjLoOofkzmM¢ My SQL:

#service mysqld restart
HHHH T T R

#HeOMI OCs9C O Ondo O EMlSOdss sydtsets § OC iSO Mdmisg d
tar -zxvf traffpro.X.X.X -XX.tar.gz -C /tmp

#l jtejanBBH ots otej diBj dedzzr Htej Sstcds d L OfEME EMmisc
cd Amp/traffpro.X.X.X-XX
Jinstall.sh

[Odz hj offj ddidskdlsdodss § sdevlsdets, 1 totsy jshishy jshls O dats
) sfdzj SCEdyOddY kMsOdssSd, fosejW,jd Ssdidckt

UBHjBY iG] WO2dse &syijls slsddyol' MOG] sk ®pldHaf d
ptoj v kfsOdseSd MmdMmlsj & .
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JfdmMOdedy ¢ BdaV dc kta@ffppfgledzsets ¥ 02 dzO

[JitejHjdzidedj tjidd&iO L OfEmMmEO ftod dztsy j dad W :

daemon=true
true- L Of EMECOjIsmw o twiyddd HJ BSdO,

false-L Of EMC OJIsmw o wiydd3j BN Yydesets CsdemMsdz dzese s

OHCHE @L "™ HOdzdz" = :

db_url=localhost

]l sLdBsydgr §j LdeOyj dedw (1l ocal host, 127.0.0.1, 10.
BT ydzgs L dzOyd dzgdjy BGlsdzdydzsy BOMY B A ) tkp dztzts J M) B gizezL
stcOWd¢ O.

1 tstels fsH S dz¥ yjdedw € MySQL:

db_port=3306

liGBRBsHdd o Istsd Mol e®js, o) B ddzy o ki@l degzs &5 / et
E@tsdzyOdzds 3306) .

RABYW fftsdz) L s9 Olsj dVWySH:OL "™ H Odzdz" A

db_usr=root

[ dzvw ftsdz! LtsoOlsjdzv Htsdzydz B' Is! s titedrw@ difivdz’ | s Oo O
fsdz Lsg@leijdzd fEMlss? § Otesdz .
1 8dzj j f BHttse dzs Mmhdgisenendtrsffpro.rdz©® MO2 Is |

] Ots tsifizts dz' L ts edi Issi Hizi ts fn BT
db_passwd=( § 5 & dsts dfurGndeds? )

RARY BOL'" GOUmAsEtcrs? ff SdalPdz¥ yO4 Ismw
db_name-=traffpro

Jto ]l di3W sy dHOdzdWw ff jtciH tSlsi tclOAGX )HOdzdzr = © BOLEZ
time_out=720

Yid3 d3jdzt M Listsly di3f O QYiEsgZdr'QLs@ Wy Odgde'se fted o SH d Is
csmlstk.
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Rdzls jtco Odz 5BtON jdzdW HJjBSdZO € 11 HOdzdz =:
time_in=10

ldzdw jls dzO otcj dzv OolststedL Oydd, toj Stsdfi3j dzHizj B L dz
YJdB Bsdz hj L dzOyj detfptcOPaslsGi N § wj Bs@ ftoso j ol ts2

[OCMd ROdz! dets S sdzduyifmisoats L Of tetstse  dz® fytsj H d daj dad |
antiflood=300

] Sz yjded j/ SIsCdzs ujdad i € tsdzls tots dzw(trudkfals®): OH tcj Mse H dzw

control_eth_addr=true
tdSBd3jdzHizj d3tsj] L dzOyjdedj true.

LBkte h dzs L:O Mmjls(d
net_number=0

l1tod tOMmMf tclpmy tzf dzgtizgs @YW JC O Bsy s ff tod ded BOIs* L dzOyj dz
JHdzMlse j dzdetsdz N dzs L j] EMlsOdzOe dzde Oj Isfqw 9o 0.

1 0 dls© fjjcls QdeddL @y div (tfiesfaldBis tels O o3

ports_detail=true

I Mkzeyoj f al se dusGhdiugidad,i tHdes fdstieds Oafzj HY Isfqpw  tsBf
s. j. ©® tbyjlsOr dj BEHjIs HjdZjddY ft fctls 0.

ldzd 3Odzd j ! !'! 1 OhdIsO Mjtco jtcO tcOBSKr@)ls Istsdz! ¢t  to

l Cdzs yjdzedi LOMdIsr , Mitco jtc®@ d yilkso LOWJEO MO
ss_enabled=true

l1ted o€ dzt yg ddfQtc O Bislstc © dzj 5B - SH d d5OHHEEEIRA g d Is! M tco |
WEBOH i3 &2¢ @ d s> dBQ oo 8O0 dIs! o jtco j tG.
#l1tcd HtSBOoadzjdedd ECOLT" 903 oadzij hded?2 | P OHtejm MmJ

[ftojHjdzjded i ROhtekzlsO (2 Mfsmtse O) :

1 Mmyfshss.
YyjtjL SCd¥ dckcafpdegsdy 2 W02 &

eth_ou=eth3-fj Is ] £ @l O, MBslewh O » Misttodk §so O H
ZOMmseEPRE®Od L EjIsMYw o BJ MY dbdede fted Jjde@did wd dn JthHsdess

=0
lo—. a—.

0 o
N
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=
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R M tsdzdzd Is § fls €0 127

¢~
teNo}
g8

| Odzj 6d?2 rddzv jo O ¢ dzdzO




h o t y et . “toh oxea et

-

a TraffPro (Traffic & Protection).” m t ™ e TaffPro”

t 23.05.2010
hm 1.3.6 business

TraffPRO

o]

? x

Eol . 4

Rdzls j ol j 2" d fiplsde@dty * fdissdytaiats & ifcOnbigise dzH '
2 MyfEHbe ¢ HAY] X sy fipdu? ) ¢

RMsd L 5o Ols'  H Odzflzr 5 HYd DA f 1 Iz s @F ue/falsad dzdz| -
L 2Oy dzd d @t @dg Pletgh®ius d ¢ dzsted tolz j Is fyw .

[ Odzddzjjts B ~ B HizfsdRE Is /¢ sqziEgBdH Gd dls tcOls st O

nat_data_in_db=true

WEB¢ H 3 tat ddifls juPe j 67 (v UjdejtepPledlsOpujil, ) O"dlkO)
WEB¢ H d3d taf ddfyls jul3Ote e j 6" (L U Usf tc QeOdzjddedd) N dz L Od3d .

] OtcORjiIste, tsiftei H i dzVv s NAT dzfffn MR O UrEpREADEE] 1s fits B O)
1 Mmy.tsMmtse
vydtejL CtdaV delztcOyd tsdaaipZlo216R1d200 §f Ote O d34 Iste

(mdzd d MY SNET L Bsjsls figej sB -~ 5H J d3tsipB § ©4 D52 © @A 18 'dad 2 My dzd
dzf L Of sdzdzj dz, Ists Oo ssMASQUBRADES d MY sdz! L zj Ismw

2 Mytlgsez S HdY CsdijtuyjmMSdn ojthd2) .
| dzd 5Odzd j ! ! ! mddath infdbwr@bj k& L dzOyj dzdufip,i OleCO®,j Asdpdds ¢
o Chdl qektOydE dazedftcl@Bdgy, d dMysd LE¢ sMY HOddy
¢ ts dzfVE® H B3] dzd s tc Ols 5tc O.

[ JIsOdzd L Oy 8 tc @eleayy
url_detail=true

I sLd3tsy dgr § L dzOyd dedw true/ fal se.

g4 o J tofpm dl ,sRuitiBjtsdz! " | Jjdigj H dgzdzddVj Hdzsec s f tsj M j dad 2
fted L dzOyjdedd true HJj®sdz figtg HHfipls dzQudgds § s " j dad 2

l o dz2OUf REQB] Blcse oL idsy des o M sdz' LTsbP®dzd getss G uj &
fsMmjhjdd? BEHJjIS dHISHH ehmfziegud (5 § StelsOds

| OLtekitsyj tej H diniflsiCoitdts off sH g Mls j dr

ip_queue_maxlen=2048000

antjsdzdzq’szt(; jz t MO fls &L q 27

| Odzj 6d?2 rddzv jo O ¢ dzdzO




h o t y et . “toh oxea et

-

Traff:: RO lo _xa TraffPro (Traffic & Protection).” M t * e TraffPro”

17t 23.05.2010
hm 1.3.6 business

] Fls2inls Odztse € d
to_install_dir=/opt/traffpro

15 HOdzdzs Bz f§ klsd bkfjls Odz0o dIaBP@s v o fj OB Y]]

==

l dzsC dtetso S O MO ArsfiB@: H | d3ts dats O3
url_block=true

5.od ., fted oCdzt YyJe@dd d daj Odzlizs etas @M OB Jtetso S d to
Mstetsdzgdzed j] Mitcodmr, IsOCd)y ¢€0O¢ squid, squidGuar

] OtlcORilste, lso | yos hd2 L O kudpdstcpr Of etsmise , tslsdzd ydz
not_udptcp_control=true

( Mdzd  OOMBjIste SISCdzé Yyjdz, Ists 9 dmZEstslEFEs B0 @b dzfg
LOftesmr , tlsdzd yddpdticpsls L Of ecsMmMso

[sCdzs yjdedi ©BiOIsdztsedomst ezl | Gepapd tsd pts § s h j ded
not_resolv_dn=true

| ifilsd sk @W GO h dzs L Ods

log_route=true

] Ot Od3 Iste HdWD:f &zOc ddzO@ PPP

secret_files=false

] 20y Q@ diifrePstse " 0 s,y fw=z0jcif@drHdedzs Mstise jIsMise dJ
f OcmdE OL j, thafdpepr sHdBs yYstd' M wOsld dt ®Ldhdhsls

dbctejcOydy IsOBddy’r ftsfmih i dededalsgj Mztemtse § dzd j dzls Ods

url_agregate=false

i OL Bdjded j tdstfONtefl€AAR o  tsls y i Is(Pue/falfels § tsfpj h j dad ©
url_no_port=false

true-t51s ¢ dzé 4 Bjolby s M j ded W R

11 O0dzj j o t zmMlsOds
Ry BRI, rpwvis | Odj g2 (ddv jo O ¢ dadgol MBEA LT
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sdf hi24jtO

shaper_type_linear=false
falsei tcOMY toj H jCAD R 22 S dzd j dzls A3 J s Moty sydtejH! (f
true’ dzd dzj 2 dz' 2y J t@gHHAZO dfQY delsiisjor fifddnls j d3" .

ssddyiflsos hj24jtse:

shaper_thread_count=1

1 2Oy dedy 5 Ed@sdzyOdede = 0.
I BLdi3sy dz" § L dzOyJ dedw tsls 0 HB 3.

[ dzv +HweHizjrtedzr = ftesyj Mstetses, toj CSd3j dgHlzj dZsj L dzOyJ d
r dzv  yJjHgjetlzr » fe@yfdistBise

bdctstedlsd3 B OOdMdtetsa ¢ C OdzOdzts o

algo=1-1 OdzdzO" fydwyw EZftcOQodzw jls ftsHHjtoy (82 Odetstedls
tcOo dzsyj dzdz' 7 BOwh wklstse .

algo=2-1 Odadz" 2 OdzetstedIlsds o BdtcOjls dBOth ttkzls dzO0 tsMmdatse
dgdzls j eI L SCtlstster j BkHEIL fjtcjHOoOl! Mw fOCjIsr
Clssls 9 0tcdOdzls EHsBjdZz 9 Isjn MzEyowrs, CBEHO L OHO
BiyHE tOLd @3 COdROEZORRd, O dzj fHtesmiss o dhftsd L
RMfsdz' LsoOdedj oLoOjh jdzdzsets o' BBtcO BOwh ckzlsO f ted
LOHJ Y C(d.

algo=3-[f ydvw oCdz¢ yojls fssHHjtoy ¢k MzkyO2 dtcects o' BstcC
ltej ddiizh jMmMlsoas Mz yoO2 detse s or" BtsteO® L OC dzs yO  Isfpw o
LOHJ @ bkMydls ke, vyt dzf tBtcOBOIST 9§ O Ismw d dz tst
algo=4-J f ydwotzy jcl® f SHHjt)y CB82 oLOjN jddasets Mmdziz yO2 dzt
dL ydmdzO taig>talpttafzjlsdEds jrfiftso ™ j O ff OteOd3j Ister dB3Oth tokzlsts e
i s d3ts hiproute2 € ts dpQaiae O

[feinidvils wijydd ©OBEIST BOXOENJEEseh SO dOCEEL

equalize_channel=false
truei o ¥dg O] Is taa) O @Rz  f & Y &b Off3Fs
falses ¢ dz# YO Is to] 3 d B $Q dg@ydgdizctso ¢
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lo—. a—.
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N
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=
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] OOd&jlster . tslsdgts ipwNetlgwin® ¢ OBl

1€ dzs yj ded j / oz SjdesOy jlsdeOi¥y d Bledflowsts s s € s a3

enable_netflow_type=on

l sLBsSydgr j LdzOyj dedw 1 Istsets f OttORBIIstc® on, off, ¢
1Sz ygdes( Yy s Issdz! Efsf 1§ (sts G dzof v jodats )
VLYY B ssHOEBEO dzddlkz¢fh d net fl ows ®Hddtse toj d3j dzdzts

bHigf i Colstdlz { totsf)dzitiofue O sw § OCjIsr n
netflow_addr=192.168.0.237

l cigths Cslsstotsdiilz § teshmdzztiiafuo O Isfqpw  f OC jIsT ne
netflow_port=8818

] OtcORiIster , tslsdetsMBduid:j M € OB SIS

RiNf sz’ LSga®ld! Hdzw Izudids O jiffisinigfitgedz i Isd § tsdz' L ts9 Ols§ «

squid_connect=true
1 ted L dzOy f dfdffigd tfyjutde, j to dzkzy dets EBlddEsHO L OolstsL OG tok
ftesCfid Mjtcojtec BRHJjI L O W& v ydtedL MStedyls

1 OtcOdiRilste, EZSCOL" 90O M2 dzO  dsquitlls b if ts GzisaRizg ¢ s W O2 dz
BEHfildls' 9 Ols! ddzoW stcRPujdtc | mztemims h j dz
squid_log_file=/var/log/squid/acceskg

1 dzOH jlszWp 2 dz@s fftple@ dz s o BtlgHdzf sB € dzt YyPPP B Is tc
squid_connect=,9 O d3 dzj S B) & Ezdh 2O H § dz! yvar/lofy/syRidtaeeesdog
f sdssh @ 8 € s5d30 dzHSquidcabceswlnog s qu i d

] OteOzj Isjted j devfsteh d2 tfits COCHdd& ff stSguBs, BEHjIs o j flsd
url_port_squid =80,443

[ dzv  EZyj ls OSqlsdd @eddWd) Is tc "HIdS' dzyLj Qff t®Bdzdzj dz! ! !

LiNlsOdztso SO OoalststedL Oudd SQUI D yjteiL TraffPro f{tc
Mitteo jte® d EZyylsO jets ftsdz L soOlsj dzj 2:

r dzv tcOBwlsr ) Isjtedzd dzOdz dzr fsd Mmd tco J tOd3d dzj sB R tSHJ
SQUID/etdsquidsquidcfg:

[ 5B O ofrfflddg %t Artc G dg jogformat traffpro %>a %<A %lp %st %ru

110
antﬂsdzdzq’ISJHq,
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RL d3f Bzl Otc O3 Istc dztsc O
fn  access_log /var/log/squid/access.log squid

0z0O access_log /var/log/squid/access.log traffpro.

antjtsdzdzq’szt(; ijg 5'””.30‘3 fls &5 d 127
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) tedgj e’ SdWdebkiOydeddy & W02 deso
1. 4O 2 flosmst? (O dsjdezsCEuiiion:R o

0S sz Qidijddy L oT@fProfzPE &g sy o ®f BEH j
Hekedds eskls tofsds.

to_install_dir =/opt/traffpro
daemon = true

db_url = localhost
db_port=3306

db_usr=root

db_password=
db_name=traffpro
time_in=10

time_out=360
control_eth_addr=true
net_number=0
ports_detail=false
ss_enabled=false
eth_out=eth0
out_ip=192.168.1.1
ip_queue_maxlen=2048000

22 1teddi3jte  dMitsd Lo OdZGaffeR. o Mj e s W Iz dz
]l HOdzdfslRfp tetfjtc f s5C OL Odzr oL sy detsMmisd :
1. dzeC detso Cd toj Mztcfifdss @tcj HMiso OdZd B ¢
2.96tej e Oydd df@istbds B Qazdzd y' ¢ sfjh j dzd:
3. uvydlb ttsmihjdd?2 dHJjlsdgSdasCO, M tdsj@ilh Ix
Mt Hilse Odq f &g fquyiatie JaOst hd j t:
uydls' o Ols! v s " j dad ¥oftfias sqizdzdf dzO d3p
OHte] MO.

4. Jtoj B rfifdzdee @1 H Chiglislis dIs 360 fj ¢

5. 1Cdsyjdzd LONdkO Mmjteeo jted® d kujls
6. vVEOLOdz BSlsH | dz dzr 2 W ORjdis gl jOs o
dzts ¢

7. lCdsyjdz (OR@EEEESE gosdo]ls &O
shdso Odedd Ctbcsotet §jojBBLO ddalsy

to_install_dir=/opt/traffpro
daemon=true
db_url=localhost
db_port=3306
db_usr=root
db_password=
db_name=traffpro
time_in=10

antjsdzdzq’szt(; ijg t MO fls &6 d 127
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time_out=360
control_eth_addr=true
net_number=0
ports_detail=true
ss_enabled=true
eth_out=eth0
url_block=true
url_detail=true
out_ip=71.190.11.200
monitor_on=true
listen_addr=127.0.0.1
listen_port=9999
ip_queue_maxlen=2048000
squid_connect=true
squid_log_file=/var/log/squid/traffpro.log
url_port_squid=80
timer=false
antiflood=500
not_udptcp_control=true
not_resolv_dn=true
nat_data_in_db=true
log_route=true
shaper_type_linear=false
url_agregate=true
url_no_port=false
algo=2

110
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Il sdzj L dzr §J Hteddsdter d S d3OdzH '
[etc/traffpro/traffpro_rule.cfg:
Il sLoatsdzdls dzgf ftslsjtewils! Ctdzlstetsdzr dzOH MmJjteo
fted oCdzs yy dzdzts?2 L OMdlsjy Mmjtca jtcO.
iptables-A INPUT -m tcp -p tcp --dport 22 - ACCEPT
iptables-A OUTPUT -m tcp -p tcp --sport 22-j ACCEPT

ltecseo jtoi Is] HBMsEzY € HOdd &3 W 0O2 &zOd:
Is -l /etc/traffpro/

-rw-r--r-- 1 root root 339, ts419 17:43 traffpro.cfg
-rW ------- 1 root root 4931 ts 20 22:11 traffpro_rule.cfg

l etsolgjtg! MtsL HOdZOM! dzd B OL O:
mysqlshow-§f SC Oy jIs ofMmj BOLT HOdzdzr =, JMmdzd or dzi d3d dz
f swodls TdffPro. 1

( Mdzd oMy o© fBEWHEC], LOfEMCOjd Traffpro:
service traffpro start

lesojtedds, L OfEMmlsddkzOm: dzd MdMmlsi O EyjlsO IstcOW d¢
ps x | grep traffpro | grep -v "grep”

[ Bdzyteildsts B t6 O didsw yw h § §
2621 ? Ssl 1:34 /opt/traffpro/billingdaemon/bin/billing daemon=true

( Mdzd oeMmMj tOBGIOJjIs, fteseojtewjds, BEHEIS dzd L Of 2m¢<
dzj sBrBHdBsMIsd, HisB Oo dzv | B0 iz s®@BBEJERZ] MJjtoadmr o
chkconfig --levels 345 mysqgld on

chkconfig --levels 345 httpd on

chkconfig --levels 345 traffpro on

antjsdzdzq’szt(; ijg t MO fls &8 d 127

| Odzj 6d?2 rddzv jo O ¢ dzdzO




h o t y et . “toh oxea e t

-

Traff;‘j RO lo _xa TraffPro (Traffic & Protection).” m t ™ e TraffPro”
I 23.05.2010
¢ hm 1.3.6 business

) tsmMislste MisOlsdMmisdSd §Mmjihjdd?2 MO2kse ¢

1 Jteoar 2 M smtss:

Il Cdzt ydls' dzzydz" 2 f OtcORB st 9 CsdeW e kztcOyY(
(/etc/traffpro/traffpro.cfg):
url_detail=true

l dzgd 3Oded j! [ Mdzd o7 dMyfsdz Lkzjlsy 1 Isk WiEdzs
DNS fmjte jtc©O, BWYWL Olsj dz dzO!

Cltsls f OcOd3j Istc o Cdzs yOjls otsL di3gsy desfyls! ff tots
BdL EyijbkoOo C¢tsdzduyd Msea O MECOYyOdzdztsects f; S Oy H

l sseipfRtsmisB :

(dMmtf sdz L s®ro@iig): Tr af f
loMlsOdesoa €O squi d.
yum install squid

1 OmMses2¢ O squid
viletc/squid/squid.conf

ltedd3d o StsdeW JekzteOydsdzdzsets ¥ O2 dz0 squi d
(/etc/squid/squid.conf):

acl manager proto cache_object

acl all src 0.0.0.0/0

acl localhost src 127.0.0.1

acl ip src 192.168.1.0/24 192.168.3.0/24
acl SSL_ports port 443 563 15781

acl CONNECT method CONNECT
http_access allow manager localhost
http_access deny manager

http_access deny !Safe_ports

http_access deny CONNECT !SSL_ports
http_access allow localhost

http_access allow manager

http_access allow ip

http_access deny !Safe_ports

http_access deny all

icp_access allow all

http_port 192.168.1.200:3128 transparent
hierarchy_stoplist cgi-bin ?

110
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acl QUERY urlpath_regex cgi-bin ?
cache deny QUERY

# [BWLOIjd dets, JjMmdzd © COyjmlsej ftdy dzded ¢
TraffPro

logformat traffpro %>a %<A %lp %st %ru

access_log /var/log/squid/access.log traffpro

request_body max_size 10240 KB

refresh_pattern ~ftp: 1440 20% 10080

refresh_pattern ~gopher: 1440 0% 1440

refresh_pattern . 0 20% 4320

acl apache rep_header Server “"Apache

broken_vary encoding allow apache

cache_mgr admin@z-tec.ru

cache_effective_user nobody

dns_nameservers 192.168.1.200 217.150.34.129 80.79.64.210
coredump_dir /var/spool/squid

I BtcOIsdIlsy odzd dzOdzd 4 dzO Ists, ylbsts fsdz L s9 Ols
or LOY EBRI®] sHitsdzy J dz2 dd3j Is! fcOo O dzO ylsJ dz
WORdzse CL M Equd d dzts &K YDNS fig fF 09 HisQ
dns_nameservers.

3 Cdzs yjdedy MmMdzjHbkze hdrn f OkcdRdg] tehs®2 dz CtsdeW e kzte
(/etc/traffpro/traffpro.cfg):

squid_connect=true
squid_log_file=/var/log/squid/access.log

41 OfMstets?2 €O My SQL
vi letc/my.cfg

[mysqld]

datadir=/var/lib/mysql

socket=/var/lib/mysgl/mysql.sock

user=mysq|l

# Default to using old password format for compatibility with mysq|l
3.X

# clients (those using the mysqglclient10 compatibility package).
old_passwords=1

long_query_time=10

key buffer=256M

table_cache=2048

sort_buffer=64M

record_buffer=256M

RMY sdzdzd Is j L
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max_connect_errors=100
connect_timeout=300

[mysgld_safe]
log-error=/var/log/mysgld.log
pid-file=/var/run/mysgld/mysqld.pid

RM tcOo dzj dzgdv Mo w L Odg' M ftojHtsMisOo dzj ded j o3
mysqgl, yYyJd& o MIsOdzH Otelsdz" » dOMSLs?2 ¢ On .

v Og N J t6j Ctsd3j dzH Iz § Is fyw fsHi O dls!
CsdzW d ¢ k2te Oy Epdmtmi? oW Q e .

[ MsB | dedets ' s wtefflskP dzd §j dz2O0 Mdzj HEE P dj fOLONR]Is

<Directory />
Options FollowSymLinks
AllowOverride None
</Directory>

Options Indexes FollowSymLinks

AddDefaultCharset

Directorylndex index.php index.html index.html.var

1 sdzj ] YsHEB s $OwROMBEOgHsdd A dis®d b dzO

http://apache.org/
JYdMmMOded § URAOfits ioHsq dej dzd v dzO - tsH d Ismw 9 W02 dzj

traffpro/ install/traffpro.pppd/install.txt

antjsdzdzq’szt(; ijg t MO fls 1 d 127
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1 OMlstes2C O MewrLd TraffPro + NetFl ows v9

[ dzv  dzOfls tgttyr & ds tefiy opfiply Is W
dL 3 ded s Csdet JezteOydtsdzde 2 WO2dz d HBSB OO dIs! (dzgd

Htcj M, B Cokttesdkz S(tdzdzj SIsste BERHJjIs f tod dzd G3OIs
NetFlows
netflow_addr=192.168.0.237

Il stels, 5 Cbtetsdilz ¢ dikgHMsitsds] BHz@ deder i tote Iskzd fdgPfisls § dx,
NetFlows
netflow_port=8818

tdidds tcOBBIsT BsHEzdzY Net FI ows

[ Y § & d dzed d3@2© vy pndatf/ tomb
enable_netflow_type=on

RMY tsdzdzed Is §
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JfdMOdedjy deOMIstes?2¢d DHCP Mmjteo j 6O.

TraffProd 3 J Is o tsL d3tsy dastiyls '€ dzd @ Hisas@ls 'ls Ols d yd M< d
CodeW deztcOydesdgdeg 2 WO2dz dhecp. 1 yjdwas BJL
sfdetso dets?2 CdW dekztcOyYydtsdader 2 W O2 dz.

{ jStdjdHOoydd d §afdjHse Ojd dsihis! Hj2Mlss d?2.

vMMlsOdzso dd3 § OC jIsT
yum install dhcp d dzapt-get install dhcp3-server

] jej2HjdB & ©jHOCKdieso Odzds StdW JebtwOydsdzdzr & %O

# DHCP Server Configuration file.
# see /usr/share/doc/dhcp*/dhcpd.conf.sample
#

# tMlsQoadzv jd3 BjL dL d3j dzgj ded W

# diRgytceo jtcO; (9 C0Oar ystoOnR)

servername "router";

# wjto jwOdfld@Hdd otc] PG | MEPEinscL OfPvisize
f tod stedlsjalsfdg" §&¥ H

option ntp-servers 192.168.10.1;

option time-servers192.168.10.1;

RLBjdzj dedj otej d&3jdzed EetsHO. 1ddBO, [ jlsts.
#1440-dzj Isdzj § -L d@G&P D

option time-offset 14400;

# 1 sl dedetsy  d 3w

option domain-name "rumyancevo.local, kursakovo.local, rosinka.local";

#

option domain-name-servers rumyancevo.local,

#DNSMj tco J t6 O

option domain-name-servers 192.168.10.1;

# Netbiosiy j tc 9 j to

option netbiosname-servers 192.168.10.1;

option netbiosdd-server192.168.10.1;

# [(Mmdzd dMfsdz LEjlsmMwy MOBB O, Ikt dMftsd Lkzjdi sl
option netbiosnode-type 8;

# zdzg L, JjMmdzd dgj MEBdzr €5, Iss YL LOYwIsks .
option routers 192.168.10.1;

#option dhcp-renewaktime 3000;

#l OMYBHM] Isd

option subnetmask 255.255.255.0;

#z JtesC 8o J h Ol©OHdej dg 2

option broadcastaddress 192.168.10.255;

#

R M tsdzdzd Is § fls @3 d 127
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ddns-updates on;
ﬁdns—updatestyle interim;
ﬁefault-leasetime 116000;
;r#nax-leasetime 142000;

#

oneleaseper-client true;

#

authoritative;

#MisOodzw jd3 BJL dL d3d dgd dedwVw o jJHJjdzd] dz8GEO
log-facility local7;

# 1 ttels, Colsster 2 Mdze"h OjIsfmwy dhcp Mmjtco j tetsds.
Local-port 67;

# dMftsdz L s9 Ols? DNS H-@Wtcfsis | dze@y fedzef v f tsf Y hos
getleasehostnames true;

deny duplicates;

{ Mdzts oz My § IS !

subnet 192.168.10.0 netmask 255.255.255.0 {

interf ace ethl;

#l tcj d3j oRddrdjj dals '

pool {

range 192.168.10.250 192.168.10.254;

allow unknown-clients;

}

#sktcmMOL so 5

pool {

include "/etc/dhcp/dhcp-rumyancevo.conf”;

range 192.168.10.10 192.168.10.249;

deny unknown-clients;

}

}

#l Is stota d dzls | tc wthl2l.m

subnet 192.168.12.0 netmask 255.255.255.0 {
interface "eth1:1";

#1 toj d3J Rddzdjj dzls T

pool {

range 192.168.12.250 192.168.12.254;

allow unknown-clients;

}

#t 3w dzy 4 o ts

pool {

include "/etc/dhcp/dhcp-kursakovo.conf";
range 192.168.12.10 192.168.12.199;

110
antﬂsdzdzq’ISJHq,

dzj § o tEfmlsOd
dzv j o ]l Odzj ted 2 rddzv jo 0 (|)dZdZOfr]|smdL27




h

-

0 t e™. “toh oxea e t
L § we —ton_o .

TraffPRO

TraffPro (Traffic & Protection).” m t ™ e TraffPro”

23.05.2010

1.3.6 business

deny unknown-clients;

}

pool {

include "/opt/traffpro/from_traffpro.conf";
range 192.168.12.200 192.168.12.249;
option subnetmask 255.255.255.0;

option broadcastaddress 192.168.10.255;

option domain-name-servers 192.168.10.1;

option netbiosname-servers 192.18.10.1;
option netbiosdd-server 192.168.10.1;
option routers 192.168.12.1;

deny unknown-clients;

}
}

10f ddzsjtejmkzjls CkMsC

9" HJ dzj dzdzr 2WEB-@ © fipdiztiz€g dlsdizjHdedz

N¥d BEHEIL MRttOdwIs! v H Odzdz" |
lopt/traffpro/from_traffpro.conf.
hepd_conf_path Iopthraffpre/from_traffpro.conf Full path to f jx
raz hj fjtej2nid3 ¢ MBLHOddE dtsosets ftsdz' L 59 Olsj dzw
1O0dkSE dhcecp dzj dzky dzs flsOo dls: , jidd & § &Odedtelzj
Monkz0BaTeNbCKAA MHDOPMaLIMA ATC dhepd.conf 06opy AoBaHKe

ABTOopu3aumoHHan nHopmauna:  Tapwd MKkaums: AppecHan WHhopmaums: Oon. niipopmaums:

CeTeBoe MA Twun yuéta IP . Noinformation

nokiae66 BeanMmMT | 192.168.0.100 '

Homep norosopa I MAC

01 Conep 00:01:6c:b2:4a:4b u

Naponk _:AD Homep wnosza

_JsQuID L&
TapupHeIn nnaHd o -
MoeTop napons BeaTMMUTHLI 5120 j PaspeluéHHEIe NopThl
0,1-65335
Ipynna
Severs j&l‘."
Ok

HBLHOHd®B fdz Ls9aOIsjdzv d dzOy &3 &3 ¢fsé. J[IbCis] d3
9 CdzOHECE dhcpd. conf

CucTemHan MHpOpMaUma MNonszoBarenschan MHpOpMaLMA ATC 06opy foBaHKue

Mectononoxexwe & dhepd.conf

root v

Ok
oA tcOde" jd5 ¢ [ s e
[10djjoe t s Ods
Rmyswddbd i qdmjes ) Odyjted? (ddv jo O ¢ dadgol M BT LT
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1 jtej2H] 3 McOw ik ¢thiy fipdjH 3@ewgdic pd. conf e

dhcpd.conf

Do Nocne

host nokiae66 {
hardware ethernet
fixed-address 19
option host-name
ddns-hostname "nokiaess!

OTocnaTe M coxpanm wamererm

R fthsHj d&zOj o3
1Oy BIAB ¢c[Ists

dhcpd.conf

fndzg
) &zO

@ JaHHbie ycnelwHo 3anucakbl & /opt/traffpro/from_traffpro.conf

Ao Nocne

host nokiae6s {
ardware ethernet

:b2:4a:4b;
fixed-address 192
option host-name
ddns-hostname "nokizess

OToCnaTe gCoxpaH MTb HIMEHEHHA

dhcpd.conf

Ao Mocne

host nokiae6s {
ardware ethernet
fixed-address 192
option host-name
ddns-hostname "nokiae6s

ib2:4a:4b;

OTocnaTe :Coxpaum'h MIMEHEHHA

) ©so j ts@ i MO dzd -

cat /opt/traffpro/from_traffpro.conf

H O dzdz’ |

qdzd dzj Is.

RY J to] L O $ervindsdtfaryl restartd dz@tc/init.d/dhcp3-server restart

RMY tsdzdzed Is §

rddzv j 9 ©
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[{Y {1 RV OC RIAJTLS.OARC

fhttp://prov.traffpro.ru/ -tsW d yd Odzt dz" 2 MO2AI ftesj $IsO
Thttp://traffpro.ru/forum/ - s%¥ d yd Odz! dz" 2 Wistekkdy ftesj CIsO
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