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ʎʝʣʴ ʨʘʟʨʘʙʦʪʢʠ ʠ ʦʙʣʘʩʪʴ ʧʨʠʤʝʥʝʥʠʷ. 

  

ʉʠʩʪʝʤʘ TraffPro, ʧʨʠʟʚʘʥʘ ʨʝʰʠʪʴ ʢʨʫʛ ʟʘʜʘʯ, ʩʚʷʟʘʥʥʳʭ ʩ ʨʘʩʯʸʪʦʤ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʪʨʘʬʠʢʘ 

ʚ ʦʬʠʩʝ, ʜʦʤʘʰʥʠʭ ʠʣʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʷʭ, ʫʩʪʘʥʦʚʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʟʘʱʠʱʝʥʥʳʤ 

ʨʝʩʫʨʩʘʤ ʠ ʩʝʪʷʤ. ʇʨʦʜʫʢʪ ʨʘʟʨʘʙʦʪʘʥ ʩ ʫʯʝʪʦʤ ʦʙʣʝʛʯʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʠ 

ʦʙʩʣʫʞʠʚʘʥʠʷ, ʩ ʤʠʥʠʤʘʣʴʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʫʨʦʚʥʶ ʧʦʜʛʦʪʦʚʣʝʥʥʦʩʪʠ ʦʙʩʣʫʞʠʚʘʶʱʝʛʦ 

ʧʝʨʩʦʥʘʣʘ. 

ɿʘʪʨʘʪʳ ʥʘ ʫʩʪʘʥʦʚʢʫ, ʦʙʩʣʫʞʠʚʘʥʠʝ ʠ ʦʙʦʨʫʜʦʚʘʥʠʝ: 

 ̧ ʉʠʩʪʝʤʘ, ʧʦ ʩʚʦʝʡ ʩʪʨʫʢʪʫʨʝ, ʩʦʟʜʘʥʘ ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ ʟʘʪʨʘʪ ʢʘʢ ʥʘ 

ʦʙʩʣʫʞʠʚʘʥʠʝ ʰʣʶʟʦʚ ʠ ʩʝʨʚʝʨʦʚ, ʪʘʢ ʠ ʥʘ ʩʥʠʞʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʢ 

ʢʚʘʣʠʬʠʢʘʮʠʠ ʩʦʪʨʫʜʥʠʢʦʚ, ʝʸ ʦʙʩʣʫʞʠʚʘʶʱʠʭ, ʯʪʦ ʚʣʝʯʸʪ ʟʘ ʩʦʙʦʡ ʜʚʦʡʥʦʝ 

ʩʥʠʞʝʥʠʝ ʟʘʪʨʘʪ ʥʘ ʦʪʜʝʣʳ ʀʊ ʠ ʧʦʜʜʝʨʞʢʫ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

 ̧ ʄʦʱʥʦʩʪʴ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ʧʨʷʤʦ 

ʧʨʦʧʦʨʮʠʦʥʘʣʴʥʘ ʢʦʣʠʯʝʩʪʚʫ ʩʦʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʦʜʢʣʶʯʸʥʥʳʭ ʢ ʩʝʪʠ 

Internet, ʯʝʨʝʟ ʜʘʥʥʦʝ ʰʣʶʟʦʚʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʯʪʦ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʥʝ ʪʨʝʙʫʝʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʟʘʪʨʘʪ ʥʘ ʤʦʱʥʳʝ ʜʦʨʦʛʦʩʪʦʷʱʠʝ ʩʝʨʚʝʨʳ. 

 ̧ ʄʦʜʫʣʴʥʦʩʪʴ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʘʣʴʥʦ ʧʦʜʦʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʤʦʜʫʣʠ 

ʜʣʷ ɺʘʰʠʭ ʟʘʜʘʯ, ʙʝʟ ʣʠʰʥʠʭ ʨʘʩʭʦʜʦʚ ʥʘ ʩʦʚʝʨʰʝʥʥʦ ʥʝ ʥʫʞʥʳʡ ɺʘʤ 

ʬʫʥʢʮʠʦʥʘʣ. 

 ̧ ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʪʝʨʤʠʥʘʣʴʥʘʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʘʷ ʢʦʥʩʦʣʴ ʧʦʟʚʦʣʷʝʪ ʩ 

ʣʸʛʢʦʩʪʴʶ ʫʧʨʘʚʣʷʪʴ ʩʠʩʪʝʤʦʡ ʜʘʞʝ ʩ ʤʦʙʠʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ (ʯʝʨʝʟ 

ʥʠʟʢʦʩʢʦʨʦʩʪʥʳʝ  ʢʘʥʘʣʳ ʩʚʷʟʠ, ʪʘʢʠʝ ʢʘʢ GPRS), ʯʪʦ ʜʝʣʘʝʪ ʩʠʩʪʝʤʫ ʛʠʙʢʦʡ ʠ 

ʣʸʛʢʦʡ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ. 

 ̧ ʉʠʩʪʝʤʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʩʚʦʙʦʜʥʫʶ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ GNU/Linux, ʯʪʦ 
ʫʤʝʥʴʰʘʝʪ ʟʘʪʨʘʪʳ ʥʘ ʧʦʢʫʧʢʫ ʜʦʨʦʛʦʩʪʦʷʱʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

 ̧ ʆʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ Linux, ʥʘ ʜʘʥʥʦʤ ʵʪʘʧʝ ʝʸ ʨʘʟʚʠʪʠʷ, ʩʯʠʪʘʝʪʩʷ 

ʥʘʜʸʞʥʝʡʰʝʡ ʩʠʩʪʝʤʦʡ, ʠʟ ʠʤʝʶʱʠʭʩʷ ʩʠʩʪʝʤ ʚ ʤʠʨʦʚʦʤ ʩʦʦʙʱʝʩʪʚʝ.  ʏʪʦ ʩʘʤʦ 

ʧʦ ʩʝʙʝ, ʚʣʝʯʸʪ ʧʦʚʳʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʠʭ ʩʝʪʝʡ, ʫʤʝʥʴʰʝʥʠʝ ʟʘʪʨʘʪ ʥʘ 

ʘʚʘʨʠʡʥʳʝ ʩʠʪʫʘʮʠʠ ʠ ʥʝʧʨʝʜʚʠʜʝʥʥʳʝ ʧʨʦʩʪʦʠ ʧʦ ʧʨʠʯʠʥʝ ʩʙʦʝʚ ʠ ʥʝʧʦʣʘʜʦʢ. 
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ʂʦʤʧʣʝʢʩ ʧʦʟʚʦʣʷʝʪ: 

1.ʂʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʦʪʨʝʙʣʝʥʠʝ ʪʨʘʬʠʢʘ ʚʥʝʰʥʝʡ ʩʝʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚʥʫʪʨʝʥʥʝʡ 

ʩʝʪʠ 

2.ɿʘʱʠʪʠʪʴ ʨʝʩʫʨʩʳ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʠ ʩʘʤʦʛʦ ʩʝʨʚʝʨʘ 

3.ʇʦʣʫʯʘʪʴ ʦʪʯʸʪʥʦʩʪʴ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʪʨʘʬʠʢʘ ʚʥʝʰʥʝʡ ʩʝʪʠ. 

4.ʇʦʣʫʯʘʪʴ ʦʪʯʸʪʳ ʧʦ ʜʝʡʩʪʚʠʷʤ ʩʦʪʨʫʜʥʠʢʦʚ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʩʠʩʪʝʤʳ. 

 ̧ ɺʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʦʛʨʘʥʠʯʝʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʚʥʝʰʥʠʭ ʠ 

ʚʥʫʪʨʝʥʥʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 

 ̧ ʈʘʩʧʨʝʜʝʣʸʥʥʦʝ ʚʳʯʠʩʣʝʥʠʝ ʪʨʘʬʠʢʘ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʰʣʶʟʦʚ 
ʜʦʩʪʫʧʘ ʚ Internet ʧʨʠ ʦʜʥʦʡ ɹɼ ʠ ʝʜʠʥʦʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʡ ʢʦʥʩʦʣʠ) 

 ̧ ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʠʩʪʝʤʫ ʩʦʚʤʝʩʪʥʦ ʩ DHCP ʩʝʨʚʝʨʦʤ (ʫʧʨʦʱʘʝʪ ʥʘʩʪʨʦʡʢʫ 

ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʠ ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʥʝʩʢʦʣʴʢʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩ ʦʜʥʦʡ 

ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ) 

 ̧ ɺʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʩʪʝʤʫ ʩʦʚʤʝʩʪʥʦ ʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʤ Squid 

(ʢʘʢ ʦʙʳʯʥʳʤ, ʪʘʢ ʠ ʧʨʦʟʨʘʯʥʳʤ), ʯʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʢʘʢ ʧʦʚʳʰʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢ ʠ ʫʩʪʘʥʦʚʣʝʥʠʶ ʙʦʣʝʝ ʞʸʩʪʢʦʛʦ ʢʦʥʪʨʦʣʷ ʥʘʜ 

ʧʦʩʝʱʝʥʠʝʤ ʨʝʩʫʨʩʦʚ, ʠ ʫʜʘʣʝʥʠʷ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ web - ʩʪʨʘʥʠʮ. 

 ̧ ɺʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʘʢ ʚʥʫʪʨʝʥʥʝʛʦ ʧʘʨʩʝʨʘ  ʣʦʛʦʚ Squid 

(ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʟʘʥʝʩʝʥʠʝ ʜʘʥʥʳʭ ʥʘʧʨʷʤʫʶ ʚ ɹɼ TraffPro), ʪʘʢ ʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʩʪʦʨʦʥʥʠʭ ʨʘʟʨʘʙʦʪʯʠʢʦʚ. ʊʘʢ ʞʝ ʜʦʧʫʩʢʘʝʪʩʷ 

ʦʜʥʦʚʨʝʤʝʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʙʦʠʭ ʚʠʜʦʚ ʢʦʥʪʨʦʣʷ. 

 ̧ ɻʠʙʢʘʷ ʩʠʩʪʝʤʘ ʧʨʘʚ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʢʦʥʩʦʣʝʡ ʧʦʟʚʦʣʷʝʪ ʥʝ ʥʘʨʫʰʘʪʴ 
ʩʪʨʫʢʪʫʨʫ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʥʘʟʥʘʯʘʪʴ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʩʠʩʪʝʤʦʡ, ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʥʠʤʘʝʤʦʡ ʜʦʣʞʥʦʩʪʴʶ ʩʦʪʨʫʜʥʠʢʘ. 

 ̧ ɸʚʪʦʤʘʪʠʯʝʩʢʘʷ ʥʘʩʪʨʦʡʢʘ NAT ʠʣʠ ʤʘʩʢʘʨʘʜʠʥʛʘ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 
ʧʨʝʜʧʦʯʪʝʥʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

 ̧ ʋʜʦʙʥʘʷ ʩʠʩʪʝʤʘ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʜʫʢʪʘ ʜʦ ʘʢʪʫʘʣʴʥʳʭ ʚʝʨʩʠʡ (ʙʝʟ 

ʫʪʦʤʠʪʝʣʴʥʳʭ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʭ ʦʙʥʦʚʣʝʥʠʡ ʦʪ ʚʝʨʩʠʠ ʢ ʚʝʨʩʠʠ), 

ʧʦʟʚʦʣʷʝʪ ʧʨʦʧʫʩʢʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʡ ʠ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ 

ʘʢʪʫʘʣʠʟʠʨʦʚʘʪʴ ʚʘʰʫ ʩʠʩʪʝʤʫ. 

 ̧ ʄʦʜʫʣʴʥʦʩʪʴ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʘʣʴʥʦ ʧʦʜʦʙʨʘʪʴ ʤʦʜʫʣʠ, 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʝʰʝʥʠʷ ʟʘʜʘʯ ʠʤʝʥʥʦ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

 ̧ ʉʠʩʪʝʤʘ ʩ ʣʸʛʢʦʩʪʴʶ ʩʧʨʘʚʣʷʝʪʩʷ ʩ ʢʘʥʘʣʘʤʠ ʚʦ ʚʥʝʰʥʶʶ ʩʝʪʴ 100 

ʤʝʛʘʙʠʪ ʠ ʙʦʣʝʝ. 
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 ̧ ʉʠʩʪʝʤʘ ʠʤʝʝʪ ʤʥʦʛʦʷʟʳʯʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʤʦʞʝʪ ʙʳʪʴ (ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʠʣʠ 
ʧʦ ʟʘʧʨʦʩʫ) ʧʝʨʝʚʝʜʝʥʘ ʥʘ ʚʘʰ ʨʦʜʥʦʡ ʷʟʳʢ. 

 ̧ ɼʣʷ ʙʦʣʴʰʝʡ ʥʘʜʸʞʥʦʩʪʠ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʱʠʱʸʥʥʳʝ 

ʩʦʝʜʠʥʝʥʠʷ ʚ ʠʥʬʦʨʤʝʨʘʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʢʣʠʝʥʪʦʚ) ʠ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ 

ʢʦʥʩʦʣʝʡ. 

 ̧ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʩʠʩʪʝʤʳ 

ʧʦʟʚʦʣʷʶʪ ʩʧʝʮʠʘʣʠʩʪʫ Linux-ʩʠʩʪʝʤ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʥʘʩʪʨʦʠʪʴ  

ʧʘʨʘʤʝʪʨʳ ʩʨʝʜʳ Linux ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʚ ʢʘʞʜʦʤ ʢʦʥʢʨʝʪʥʦʤ ʩʣʫʯʘʝ. 

 ̧ ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʥʘʛʨʫʟʢʠ ʢʘʥʘʣʘ ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ  ʠ ʩʦʟʜʘʥʠʝ 

ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʩʢʦʨʦʩʪʴ ʥʘ ʨʘʟʣʠʯʥʳʭ ʪʘʨʠʬʥʳʭ ʧʣʘʥʘʭ. ʉʢʦʨʦʩʪʴ ʚ 

ʩʠʩʪʝʤʝ ʤʦʞʝʪ ʨʝʛʫʣʠʨʦʚʘʪʴʩʷ ʧʣʘʚʥʦ ʚ ʰʠʨʦʢʠʭ ʧʨʝʜʝʣʘʭ, ʘ ʥʝ 

ʩʢʘʯʢʦʦʙʨʘʟʥʦ, ʢʘʢ ʚʦ ʤʥʦʛʠʭ ʧʦʜʦʙʥʳʭ ʩʠʩʪʝʤʘʭ ʫʯʸʪʘ. 
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ʊʝʨʤʠʥʳ ʠ ʩʦʢʨʘʱʝʥʠʷ. 

ʊʝʨʤʠʥʳ ʠ 

ʩʦʢʨʘʱʝʥʠʷ 
ʆʧʨʝʜʝʣʝʥʠʷ 

TraffPro ʉʠʩʪʝʤʘ ʫʯʸʪʘ ʠ ʢʦʥʪʨʦʣʷ Internet-ʪʨʘʬʠʢʘ (Traffic and 

Protection) 

ɹɼ ɹʘʟʘ ʜʘʥʥʳʭ MYSQL 

ɼʝʤʦʥ ɹʠʥʘʨʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ (ʧʨʦʛʨʘʤʤʘ), ʟʘʧʫʱʝʥʥʘʷ ʢʘʢ 

ʩʝʨʚʠʩ, ʨʘʙʦʪʘʶʱʠʡ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ 
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ʋʩʪʘʥʦʚʢʘ Traffpro. 

ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ Traffpro, ʚʳ ʜʦʣʞʥʳ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʫ ʚʘʩ  ʫʩʪʘʥʦʚʣʝʥʳ 

ʩʣʝʜʫʶʱʠʝ ʧʘʢʝʪʳ: 

iptables, iptables-devel 

mysql mysql-server, mysql-devel, mysql-libs 

httpd 

php, php-mysql 

gcc, gcc-c++. 

 

ɽʩʣʠ ʜʘʥʥʳʝ ʧʘʢʝʪʳ ʦʪʩʫʪʩʪʚʫʶʪ ʥʘ ʚʘʰʝʡ ʤʘʰʠʥʝ, TraffPro ʧʨʝʜʣʦʞʠʪ ɺʘʤ ʫʩʪʘʥʦʚʠʪʴ ʠʭ 

ʠʟ ʩʝʪʠ Internet. 

 

 

ʇʝʨʝʯʝʥʴ ʧʘʢʝʪʦʚ ʧʨʠʚʝʜʝʥ ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ: Fedora, Redhat, CentOS. 

 

ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʷʟʢʫ Squid + Traff Pro, ʪʦ ʫʙʝʨʠʪʝ ʠʟ ʘʚʪʦʟʘʛʨʫʟʢʠ 

Squid,  ʠʥʘʯʝ ʙʫʜʫʪ ʢʦʥʬʣʠʢʪʳ. ʇʨʠ ʩʪʘʨʪʝ Traffpro ʩʘʤ ʟʘʧʫʩʪʠʪ Squid. 

 

chkconfig --levels 345 squid off 

 

 

 

ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ, ʚʳʢʣʶʯʠʪʝ selinux.  ɼʣʷ ʵʪʦʛʦ,  ʧʨʠʚʝʜʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ 

ʬʘʡʣ /etc/selinux/config ʚʦʪ ʢ ʪʘʢʦʤʫ ʚʠʜʫ: 

 

# This file controls the state of SELinux on the system. 

# SELINUX= can take one of these three values: 

# enforcing - SELinux security policy is enforced. 

# permissive - SELinux prints warnings instead of enforcing. 

# disabled - No SELinux policy is loaded. 

SELINUX=disabled 

# SELINUXTYPE= can take one of these two values: 

# targeted - Targeted processes are protected, 

# mls - Multi Level Security protection. 

SELINUXTYPE=targeted 

# SETLOCALDEFS= Check local definition changes 

SETLOCALDEFS=0 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʩʝʨʚʝʨ. 

 

#ʫʩʪʘʥʦʚʢʘ ʥʝʦʙʭʦʜʠʤʳʭ ʧʘʢʝʪʦʚ: 

yum install httpd mysql-devel iptables-devel gcc php php-mysql mysql-server gcc-c++ 

libstdc++-devel 
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ɿʘʧʫʩʢ ʥʝʦʙʭʦʜʠʤʳʭ ʩʣʫʞʙ: 

service mysqld start 

service httpd start 

################################################# 

ʋʩʪʘʥʦʚʢʘ ʧʘʨʦʣʷ root  ʜʣʷ ʜʦʩʪʫʧʘ ʢ MySQL: 

/usr/bin/mysqladmin -u root password 'ʥʦʚʳʡ ʧʘʨʦʣʴ' 

 

ʉʤʝʥʫ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ root ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʝʣʘʪʴ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

TraffPro   ʠʣʠ ʠʟʤʝʥʠʪʝ ʩʢʨʠʧʪ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ ʙʘʟʳ mysql.  

 

#ʇʝʨʝʟʘʧʫʩʢ MySQL: 

#service mysqld restart 

################################################# 

 

#ʨʘʩʧʘʢʦʚʢʘ ʘʨʭʠʚʘ ʫʩʪʘʥʦʚʦʯʥʦʛʦ ʧʘʢʝʪʘ ʩʠʩʪʝʤʳ Traffpro: 

tar -zxvf traffpro.X.X.X -XX.tar.gz -C /tmp 

 

#ʇʝʨʝʭʦʜ ʚʦ ʚʨʝʤʝʥʥʫʶ ʜʠʨʝʢʪʦʨʠʶ ʠ ʟʘʧʫʩʢ ʫʩʪʘʥʦʚʢʠ: 

cd /tmp/traffpro.X.X.X-XX 

./install.sh 

 

ɼʘʣʴʰʝ ʚʩʝ ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʦ, ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʩʪʠʣʝ ʚʦʧʨʦʩ-ʦʪʚʝʪ. 

 

ʇʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʫʩʪʘʥʦʚʢʠ, ʧʨʦʚʝʨʷʝʤ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ TraffPro:   

 

ʉʦʜʝʨʞʠʤʦʝ ʬʘʡʣʦʚ ʤʦʞʝʪ ʦʪʣʠʯʘʪʴʩʷ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʳʭ ʚʘʤʠ ʦʪʚʝʪʦʚ ʚʦ 

ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʩʠʩʪʝʤʳ. 
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ʆʧʠʩʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ traffpro.cfg 

 

ʆʧʨʝʜʝʣʝʥʠʝ ʨʝʞʠʤʘ ʟʘʧʫʩʢʘ  ʧʨʠʣʦʞʝʥʠʷ: 

daemon=true 
 true -  ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʨʝʞʠʤʝ ʜʝʤʦʥʘ, 

 false - ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʨʝʞʠʤʝ ʦʙʳʯʥʦʛʦ ʢʦʥʩʦʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ 

ɸʜʨʝʩ ʙʘʟʳ ʜʘʥʥʳʭ: 

db_url=localhost 
ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ (localhost, 127.0.0.1, 10.10.0.1) 

ʆʙʳʯʥʦ ʟʥʘʯʝʥʠʝ ʦʪʣʠʯʥʦʝ ʦʪ localhost ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʩʭʝʤʳ ʫʯʝʪʘ 

ʪʨʘʬʠʢʘ. 

 

 ʇʦʨʪ ʧʦʜʢʣʶʯʝʥʠʷ ʢ MySQL: 

db_port=3306 
 ʅʝʦʙʭʦʜʠʤ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʚʳ ʩʤʝʥʠʣʠ ʧʦʨʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ /etc/my.cnf (ʧʦ 

ʫʤʦʣʯʘʥʠʶ 3306). 

 

ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʘʟʳ ʜʘʥʥʳʭ MySql: 

db_usr=root 

ɼʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʣʞʥʳ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʳ ʧʨʘʚʘ ʨʘʙʦʪʳ ʩ ɹɼ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʪʦ 

ʧʦʣʴʟʦʚʘʪʝʣʴ  root ʠ ʧʫʩʪʦʡ ʧʘʨʦʣʴ. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʩʤʦʪʨʠʪʝ ʥʘ ʩʘʡʪʝ http://www.traffpro.ru 

 

ʇʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ db_usr ʜʣʷ ʜʦʩʪʫʧʘ ʢ ɹɼ: 

db_passwd= (ʧʦ ʫʤʦʣʯʘʥʠʶ, ʧʫʩʪʦʡ) 

 

ʀʤʷ ʙʘʟʳ ʜʘʥʥʳʭ, ʢ ʢʦʪʦʨʦʡ ʧʦʜʢʣʶʯʘʝʪʩʷ TraffPro : 

db_name=traffpro  

 

ɺʨʝʤʷ ʦʞʠʜʘʥʠʷ ʧʝʨʝʜ ʦʪʧʨʘʚʢʦʡ ʜʘʥʥʳʭ ʚ ʙʘʟʫ ʜʘʥʥʳʭ (ʩʝʢ): 

time_out=720 

ʏʝʤ ʤʝʥʴʰʝ ʵʪʦʪ ʧʘʨʘʤʝʪʨ,  ʪʝʤ  ʙʳʩʪʨʝʝ ʟʘʧʦʣʥʷʝʪʩʷ ʙʘʟʘ ʜʘʥʥʳʭ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʝʝ 

ʨʦʩʪʫ. 

 

http://www.traffpro.ru/
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ʀʥʪʝʨʚʘʣ ʦʙʨʘʱʝʥʠʷ ʜʝʤʦʥʘ ʢ ɹɼ ʜʘʥʥʳʭ:  

time_in=10 

ɺʣʠʷʝʪ ʥʘ ʚʨʝʤʷ ʘʚʪʦʨʠʟʘʮʠʠ, ʨʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ 10. 

ʏʝʤ ʙʦʣʴʰʝ ʟʥʘʯʝʥʠʝ, ʪʝʤ ʨʝʞʝ ʜʝʤʦʥ ʦʙʨʘʱʘʝʪʩʷ ʢ ɹɼ ʟʘ ʧʨʦʚʝʨʢʦʡ ʠʟʤʝʥʝʥʠʡ. 

 ʄʘʢʩʠʤʘʣʴʥʦ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʥʘ ʩʦʝʜʠʥʝʥʠʝ ʟʘ ʚʨʝʤʷ time_in ʦʪ ʢʣʠʝʥʪʘ: 

antiflood=300 

 

ɺʢʣʶʯʝʥʠʝ/ʦʪʢʣʶʯʝʥʠʝ ʢʦʥʪʨʦʣʷ MAC ʘʜʨʝʩʦʚ ʜʣʷ ʢʣʠʝʥʪʦʚ (true/false): 

control_eth_addr=true 
ʈʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ true. 

 

ʅʦʤʝʨ ʰʣʶʟʘ ʩʝʪʠ: 

net_number=0 

ʇʨʠ ʨʘʩʧʨʝʜʝʣʸʥʥʦʤ ʫʯʸʪʝ ʪʨʘʬʠʢʘ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 9, ʧʨʠ 

ʝʜʠʥʩʪʚʝʥʥʦʤ ʰʣʶʟʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ 0. 

 

ɿʘʱʠʪʘ ʩʝʨʚʝʨʘ ʠ ʜʝʪʘʣʠʟʘʮʠʷ ʧʦ ʧʦʨʪʘʤ (true/false):  

ports_detail=true 

ɺ ʩʣʫʯʘʝ false ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʧʦʨʪʘʤ ʩʦʭʨʘʥʷʝʪʩʷ,  ʥʦ ʣʦʛ ʚʝʜʸʪʩʷ ʦʙʱʠʡ ʧʦ ʚʩʝʤ ʧʦʨʪʘʤ, 

ʪ.ʝ. ʚ ʦʪʯʝʪʘʭ ʥʝ ʙʫʜʝʪ ʜʝʣʝʥʠʷ ʧʦ ʧʦʨʪʘʤ. 

ɺʥʠʤʘʥʠʝ!!! ɿʘʱʠʪʘ ʩʝʨʚʝʨʘ ʨʘʙʦʪʘʝʪ ʪʦʣʴʢʦ ʧʨʠ ʟʥʘʯʝʥʠʠ ʧʘʨʘʤʝʪʨʘ true!!!  

 

ɺʢʣʶʯʝʥʠʝ ʟʘʱʠʪʳ, ʩʝʨʚʝʨʘ ʠ ʫʯʝʪʘ ʪʨʘʬʠʢʘ ʩʘʤʦʛʦ ʩʝʨʚʝʨʘ: 

ss_enabled=true 

ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ ʥʝʦʙʭʦʜʠʤ, ʜʦʙʘʚʠʪʴ ʩʝʨʚʝʨ ʚ web - ʘʜʤʠʥʢʝ. 

WEB-ʘʜʤʠʥʢʘ -> ʉʠʩʪʝʤʘ -> ʉʝʨʚʝʨʳ - ɼʦʙʘʚʠʪʴ ʉʝʨʚʝʨ. 

#ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʫʢʘʟʳʚʘʝʤ ʚʥʝʰʥʠʡ IP ʘʜʨʝʩ ʩʝʨʚʝʨʘ. 

 

ʆʧʨʝʜʝʣʝʥʠʝ ʤʘʨʰʨʫʪʘ (2 ʩʧʦʩʦʙʘ): 

1 ʩʧʦʩʦʙ.  

ʏʝʨʝʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ traffpro.cfg  

 eth_out=eth3 -ʩʝʪʝʚʘʷ ʢʘʨʪʘ, ʩʤʦʪʨʷʱʘʷ ʚ ʩʪʦʨʦʥʫ ʧʨʦʚʘʡʜʝʨʘ (ʚʥʝʰʥʠʡ ʠʥʪʝʨʬʝʡʩ), 

ʥʘʩʪʨʦʡʢʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʙʝʩʧʣʘʪʥʳʭ ʚʝʨʩʠʷʭ ʩʠʩʪʝʤʳ ʠʣʠ ʧʨʠ ʥʘʣʠʯʠʠ ʦʜʥʦʛʦ ʧʨʦʚʘʡʜʝʨʘ. 
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ʀʥʪʝʨʬʝʡʩʳ ʩʠʩʪʝʤʳ ʤʦʞʥʦ ʫʟʥʘʪʴ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ ifconfig ïa. 

2 ʩʧʦʩʦʙ (ʊʦʣʴʢʦ ʜʣʷ ʢʦʤʤʝʨʯʝʩʢʠʭ ʚʝʨʩʠʡ). 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʦ ʤʘʨʰʨʫʪʘʭ ʠ ʧʦʜʥʷʪʠʠ NAT ʠʟ ʙʘʟʳ ʜʘʥʥʳʭ (true/false). ʇʨʠ 

ʟʥʘʯʝʥʠʠ ʧʘʨʘʤʝʪʨʘ true, ʧʘʨʘʤʝʪʨ eth_out  ʠʛʥʦʨʠʨʫʝʪʩʷ. 

ɼʘʥʥʳʝ ʥʝʦʙʭʦʜʠʤʦ ʚʥʦʩʠʪʴ ʯʝʨʝʟ ʢʦʥʩʦʣʴ WEB-ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ.  

nat_data_in_db=true 

WEB-ɸʜʤʠʥʢʘ ï ʉʠʩʪʝʤʘ - ʉʝʨʚʝʨʳ (ʋʯʝʪ, ɿʘʱʠʪʘ)-ʉʝʨʚʝʨʳ (ʋʯʝʪ, ɿʘʱʠʪʘ). 

WEB-ɸʜʤʠʥʢʘ ï ʉʠʩʪʝʤʘ - ʉʝʨʚʝʨʳ (ʋʯʝʪ, ɿʘʱʠʪʘ) - ʋʧʨʘʚʣʝʥʠʝ ʰʣʶʟʘʤʠ. 

 

ʇʘʨʘʤʝʪʨ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʠʩʧʦʣʴʟʦʚʘʥʠʝ NAT ʠʣʠ MASQUERADE (2 ʩʧʦʩʦʙʘ): 

 1 ʩʧʦʩʦʙ.  

ʏʝʨʝʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʧʘʨʘʤʝʪʨ out_ip=192.168.1.200 

ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ NAT, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʚʥʝʰʥʠʡ ip ʩʝʪʝʚʦʡ ʢʘʨʪʳ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ 

ʥʝ ʟʘʧʦʣʥʝʥ, ʪʦ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ MASQUERADE. 

2 ʩʧʦʩʦʙ. (ʊʦʣʴʢʦ ʜʣʷ ʢʦʤʤʝʨʯʝʩʢʠʭ ʚʝʨʩʠʡ). 

ɺʥʠʤʘʥʠʝ!!! ɽʩʣʠ ʧʘʨʘʤʝʪʨ nat_data_in_db=true, ʪʦ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ out_ip, ʫʢʘʟʘʥʥʦʛʦ 

ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ, ʠʛʥʦʨʠʨʫʝʪʩʷ ʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʘʥʥʳʝ ʠʟ ɹɼ, ʟʘʥʝʩʝʥʥʳʝ ʯʝʨʝʟ 

ʢʦʥʩʦʣʴ WEB-ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ.  

ɼʝʪʘʣʠʟʘʮʠʷ www- ʩʪʨʘʥʠʮ: 

url_detail=true  
 

ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ true/false. 

ʉ ʚʝʨʩʠʠ 1.2-ʍʍ ʠ ʚʳʰʝ, squid ʙʦʣʴʰʝ ʥʝ ʥʫʞʝʥ ʜʣʷ ʚʝʜʝʥʠʷ ʣʦʛʦʚ ʧʦʩʝʱʝʥʠʡ ʨʝʩʫʨʩʦʚ. ʊʝʧʝʨʴ 

ʧʨʠ ʟʥʘʯʝʥʠʠ true ʜʝʤʦʥ ʚʝʜʝʪ ʫʯʝʪ ʧʦʩʝʱʝʥʠʡ ʩʚʦʠʤʠ ʩʨʝʜʩʪʚʘʤʠ. 

ʇʨʠ ʟʥʘʯʝʥʠʠ ʧʘʨʘʤʝʪʨʘ false ʚʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ squid ʜʣʷ ʨʘʙʦʪʳ ʩ TraffPro, ʥʦ ʫʯʝʪ 

ʧʦʩʝʱʝʥʠʡ ʙʫʜʝʪ ʠʜʪʠ ʪʦʣʴʢʦ ʧʦ ʧʦʨʪʘʤ, ʠʜʫʱʠʤ ʯʝʨʝʟ squid. 

 

ʈʘʟʤʝʨ ʦʯʝʨʝʜʠ ʧʘʢʝʪʦʚ ʩʝʪʝʚʦʡ ʧʦʜʩʠʩʪʝʤʳ: 

ip_queue_maxlen=2048000 
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ʇʫʪʴ ʫʩʪʘʥʦʚʢʠ: 

to_install_dir=/opt/traffpro  

ʇʦ ʜʘʥʥʦʤʫ ʧʫʪʠ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚʩʝ ʨʘʙʦʯʠʝ ʬʘʡʣʳ TraffPro. 

ɹʣʦʢʠʨʦʚʢʘ ʩʘʡʪʦʚ ʜʝʤʦʥʦʤ TraffPro : 

url_block=true  

ʊ.ʝ.,  ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ, ʥʝ ʥʫʞʥʦ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʨʝʩʫʨʩʦʚ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʪʦʨʦʥʥʠʝ ʩʝʨʚʠʩʳ, ʪʘʢʠʝ ʢʘʢ squid, squidGuard, iptables. 

ʇʘʨʘʤʝʪʨ, ʦʪʚʝʯʘʶʱʠʡ ʟʘ ʫʯʝʪ ʟʘʧʨʦʩʦʚ, ʦʪʣʠʯʥʳʭ ʦʪ udp ʠ tcp: 

not_udptcp_control=true 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʦʪʢʣʶʯʝʥ, ʪʦ ʚ ʤʦʥʠʪʦʨʝ ʘʢʪʠʚʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʝ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ 

ʟʘʧʨʦʩʳ, ʦʪʣʠʯʥʳʝ ʦʪ ʟʘʧʨʦʩʦʚ udp ʠ tcp. 

 

 

ʆʪʢʣʶʯʝʥʠʝ ʦʙʨʘʪʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ip -> domain,  ʜʣʷ ʦʪʯʸʪʦʚ ʦ ʧʦʩʝʱʝʥʠʠ: 

not_resolv_dn=true 

ɺʝʩʪʠ ʫʯʸʪ ʪʨʘʬʠʢʘ  ʧʦ ʰʣʶʟʘʤ: 

log_route=true 

 

ʇʘʨʘʤʝʪʨ  ʜʣʷ ʧʣʘʛʠʥʘ PPPD: 

secret_files=false 

ɿʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ  true ʩʦʦʙʱʘʝʪ  ʧʣʘʛʠʥʫ, ʯʪʦ ʝʩʣʠ ʥʝ ʥʘʡʜʝʥʦ ʩʦʦʪʚʝʪʩʪʚʠʝ ʣʦʛʠʥʘ ʠ 

ʧʘʨʦʣʷ  ʚ ʙʘʟʝ traffpro, ʪʦ ʥʝʦʙʭʦʜʠʤʦ ʯʪʦʙʳ ʧʣʘʛʠʥ ʧʨʦʩʤʦʪʨʝʣ ʠ ʩʝʢʨʝʪ ʬʘʡʣʳ . 

 

ɸʛʨʝʛʘʮʠʷ ʪʘʙʣʠʮʳ ʧʦʩʝʱʝʥʠʡ ʨʝʩʫʨʩʦʚ ʢʣʠʝʥʪʘʤʠ (true/false): 

url_agregate=false 

ʈʘʟʙʠʝʥʠʝ ʪʨʘʬʠʢʘ ʧʦ ʧʦʨʪʘʤ ʚ ʦʪʯʝʪʘʭ ʧʦ ʧʦʩʝʱʝʥʠʶ (true/false): 

url_no_port=false 
 

true - ʦʪʢʣʶʯʘʝʪ ʧʦʨʪʳ ʚ ʧʦʩʝʱʝʥʠʷʭ. 
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ʊʠʧ ʰʝʡʧʝʨʘ: 

shaper_type_linear=false 

false ï ʨʘʩʧʨʝʜʝʣʸʥʥʳʡ, ʢʘʞʜʳʡ ʢʣʠʝʥʪ ʠʤʝʝʪ ʩʚʦʶ ʦʯʝʨʝʜʴ (ʧʦ ʫʤʦʣʯʘʥʠʶ). 

true ï ʣʠʥʝʡʥʳʡ, ʦʜʥʘ ʦʯʝʨʝʜʴ ʥʘ ʚʩʝʭ ʢʣʠʝʥʪʦʚ ʩʠʩʪʝʤʳ. 

 

ʂʦʣʠʯʝʩʪʚʦ ʰʝʡʧʝʨʦʚ: 

shaper_thread_count=1 
 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ = 0. 

ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 3. 

ɼʣʷ ʜʚʫʭ - ʷʜʝʨʥʳʭ ʧʨʦʮʝʩʩʦʨʦʚ, ʨʝʢʦʤʝʥʜʫʝʤʦʝ ʟʥʘʯʝʥʠʝ 1. 

ɼʣʷ ʯʝʪʳʨʝʭ - ʷʜʝʨʥʳʭ ʧʨʦʮʝʩʩʦʨʦʚ -  2 ʠʣʠ 3. 

 

 

ɸʣʛʦʨʠʪʤ ʙʘʣʘʥʩʠʨʦʚʦʢ ʢʘʥʘʣʦʚ: 

 

 algo=1 - ɼʘʥʥʘʷ ʦʧʮʠʷ ʫʧʨʘʚʣʷʝʪ ʧʦʜʜʝʨʞʢʦʡ ʘʣʛʦʨʠʪʤʘ ʢʨʫʛʦʚʦʛʦ ʧʝʨʝʙʦʨʘ (Round Robin)  

ʨʘʚʥʦʮʝʥʥʳʭ ʤʘʨʰʨʫʪʦʚ.  

 algo=2 - ɼʘʥʥʳʡ ʘʣʛʦʨʠʪʤ ʚʳʙʠʨʘʝʪ ʤʘʨʰʨʫʪ ʥʘ ʦʩʥʦʚʘʥʠʠ ʢʨʫʛʦʚʦʛʦ ʧʝʨʝʙʦʨʘ 

ʠʥʪʝʨʬʝʡʩʦʚ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʧʘʢʝʪʳ. 

ʕʪʦʪ ʚʘʨʠʘʥʪ ʫʜʦʙʝʥ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʟʘʜʘʯʘ ʩʦʩʪʦʠʪ ʩʢʦʨʝʝ ʚ ʨʘʩʧʨʝʜʝʣʝʥʠʠ ʧʘʢʝʪʦʚ 

ʤʝʞʜʫ ʨʘʟʥʳʤʠ ʢʘʥʘʣʘʤʠ, ʘ ʥʝ ʧʨʦʩʪʦ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʤʘʨʰʨʫʪʦʚ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʟʚʝʰʝʥʥʦʛʦ ʚʳʙʦʨʘ ʤʘʨʰʨʫʪʘ ʧʨʠʚʦʜʠʪ ʢ ʥʝʢʦʪʦʨʦʤʫ ʫʚʝʣʠʯʝʥʠʶ 

ʟʘʜʝʨʞʢʠ. 

algo=3 - ʆʧʮʠʷ ʚʢʣʶʯʘʝʪ ʧʦʜʜʝʨʞʢʫ ʩʣʫʯʘʡʥʦʛʦ ʚʳʙʦʨʘ ʤʘʨʰʨʫʪʘ ʠʟ ʯʠʩʣʘ ʨʘʚʥʦʮʝʥʥʳʭ.  

ʇʨʝʠʤʫʱʝʩʪʚʦ ʩʣʫʯʘʡʥʦʛʦ ʚʳʙʦʨʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʦʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʠʥʠʤʘʣʴʥʫʶ 

ʟʘʜʝʨʞʢʫ, ʟʘ ʩʯʝʪ ʪʦʛʦ, ʯʪʦ ʥʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʩʦʝʜʠʥʝʥʠʷ. 

algo=4 - ʆʧʮʠʷ ʫʧʨʘʚʣʷʝʪ ʧʦʜʜʝʨʞʢʦʡ ʚʟʚʝʰʝʥʥʦʛʦ ʩʣʫʯʘʡʥʦʛʦ ʚʳʙʦʨʘ ʤʘʨʰʨʫʪʘ  

ʠʟ ʯʠʩʣʘ ʨʘʚʥʦʮʝʥʥʳʭ ʤʘʨʰʨʫʪʦʚ. ñɺʝʩʦʚʳʝò ʧʘʨʘʤʝʪʨʳ ʤʘʨʰʨʫʪʦʚ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʩ 

ʧʦʤʦʱʴʶ  iproute2, ʢʦʤʘʥʜʘ ip route.  

 

ʆʧʨʝʜʝʣʷʝʪ ʨʝʞʠʤ ʨʘʙʦʪʳ ʙʘʣʘʥʩʠʨʦʚʱʠʢʘ ʥʘʛʨʫʟʢʠ: 

equalize_channel=false 
true ï ʚʢʣʁʯʘʝʪ ʨʝʞʠʤ  ʙʘʣʘʥʩʠʨʦʚʢʠ ʧʦ ʧʘʢʝʪʘʤ, 

 false-ʚʢʣʶʯʘʝʪ ʨʝʞʠʤ ʙʘʣʘʥʩʠʨʦʚʢʠ  ʧʦ ʩʝʩʩʠʷʤ. 
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ʇʘʨʘʤʝʪʨʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʨʘʙʦʪʝ ʩ Netflow: 

 

ɺʢʣʶʯʝʥʠʝ/ʚʳʢʣʶʯʝʥʠʝ  ʫʯʝʪʘ ʪʨʘʬʠʢʘ ʧʦʪʦʢʦʤ Netflows 

enable_netflow_type=on 
 

ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ on, off, comb. 

ɺʢʣʶʯʝʥʦ - on (ʫʯʸʪ ʪʦʣʴʢʦ ʧʦ netflows), off (ʦʪʢʣʶʯʝʥʦ). 

ʋʯʸʪ  ʤʝʪʦʜʘʤʠ  ʷʜʨʘ ʣʠʥʫʢʩ ʠ netflows ʦʜʥʦʚʨʝʤʝʥʥʦ. 

 

ɸʜʨʝʩ, ʧʦ ʢʦʪʦʨʦʤʫ ʧʨʦʩʣʫʰʠʚʘʶʪʩʷ ʧʘʢʝʪʳ nʝtflow.  

netflow_addr=192.168.0.237 
ʇʦʨʪ, ʧʦ ʢʦʪʦʨʦʤʫ ʧʨʦʩʣʫʰʠʚʘʶʪʩʷ ʧʘʢʝʪʳ netflow.  

netflow_port=8818 

 

ʇʘʨʘʤʝʪʨʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʨʘʙʦʪʝ Squid: 

ʀʩʧʦʣʴʟʦʚʘʪʴ Squid ʜʣʷ ʫʯʝʪʘ ʧʦʩʝʱʝʥʠʡ ʨʝʩʫʨʩʦʚ ʩʝʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ: 

squid_connect=true 
ʇʨʠ ʟʥʘʯʝʥʠʠ truʝ, ʧʨʦʢʩʠ ʩʝʨʚʝʨ ʥʫʞʥʦ ʫʙʨʘʪʴ ʠʟ ʘʚʪʦʟʘʛʨʫʟʢʠ, ʪʦʛʜʘ 

ʧʨʦʢʩʠ ʩʝʨʚʝʨ ʙʫʜʝʪ ʟʘʧʫʩʢʘʪʴʩʷ ʯʝʨʝʟ ʩʢʨʠʧʪ ʟʘʧʫʩʢʘ TraffPro. 

ʇʘʨʘʤʝʪʨ, ʫʢʘʟʳʚʘʶʱʠʡ  ʥʘ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʬʘʡʣʘ ʣʦʛʘ Squid,ʠʟ ʢʦʪʦʨʦʛʦ TraffPro  

ʙʫʜʝʪ ʩʯʠʪʳʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʩʝʱʝʥʠʠ ʨʝʩʫʨʩʦʚ: 

squid_log_file=/var/log/squid/access.log  

ɺʣʘʜʝʣʴʮʝʤ ʬʘʡʣʘ ʩʪʘʥʝʪ ʧʦʣʴʟʦʚʘʪʝʣʴ  root. ɽʩʣʠ ʚʳ ʦʪʢʣʶʯʘʝʪʝ  ʧʘʨʘʤʝʪʨ 

squid_connect= , ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʤʝʥʠʪʴ  ʚʣʘʜʝʣʴʮʘ ʬʘʡʣʘ /var/log/squid/access.log ʩ 

ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ chown squid:squid access.log . 

 

ʇʘʨʘʤʝʪʨ, ʦʧʨʝʜʝʣʷʶʱʠʡ ʧʦ ʢʘʢʠʤ ʧʦʨʪʘʤ, ʙʫʜʝʪ ʚʝʩʪʠ ʫʯʝʪ Squid: 

url_port_squid =80,443 

ɼʣʷ ʫʯʝʪʘ ʪʨʘʬʠʢʘ Squid ʧʘʨʘʤʝʪʨ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʧʦʣʥʝʥ!!! 

ʋʩʪʘʥʦʚʢʘ ʘʚʪʦʨʠʟʘʮʠʠ SQUID ʯʝʨʝʟ TraffPro ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʪʝʨʤʠʥʘʣʴʥʦʛʦ 

ʩʝʨʚʝʨʘ ʠ ʫʯʸʪʘ ʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʪʝʨʤʠʥʘʣʴʥʳʤʠ ʩʝʨʚʝʨʘʤʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ 

SQUID /etc/squid/squid.cfg: 

ɼʦʙʘʚʠʪʴ ʩʪʨʦʢʫ (ʧʘʨʘʤʝʪʨ)  logformat traffpro %>a %<A %lp %st %ru  
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ʀʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨ ʣʦʛʘ  

ʩ       access_log /var/log/squid/access.log squid 

ʥʘ    access_log /var/log/squid/access.log traffpro. 
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ʇʨʠʤʝʨʳ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ: 

1. ʉʘʤʳʡ ʧʨʦʩʪʦʡ ʧʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ TraffPro. 

ɸʢʪʫʘʣʝʥ, ʝʩʣʠ ʫ ʚʘʩ ʩʝʨʚʝʨ TraffPro ʥʘʭʦʜʠʪʩʷ ʟʘ ʤʦʜʝʤʦʤ ʠʣʠ 

ʜʨʫʛʠʤ ʨʦʫʪʝʨʦʤ. 

 

to_install_dir =/opt/traffpro 

daemon = true 

db_url = localhost 

db_port=3306 

db_usr=root 

db_password= 

db_name=traffpro 

time_in=10 

time_out=360 

control_eth_addr=true 

net_number=0 

ports_detail=false 

ss_enabled=false 

eth_out=eth0 

out_ip=192.168.1.1 

ip_queue_maxlen=2048000 

 

2. ʇʨʠʤʝʨ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʩʝʛʦ ʬʫʥʢʮʠʦʥʘʣʘ TraffPro. 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʳ ʚʦʟʤʦʞʥʦʩʪʠ: 

1. ɹʣʦʢʠʨʦʚʢʠ ʨʝʩʫʨʩʦʚ ʩʨʝʜʩʪʚʘʤʠ ʙʠʣʣʠʥʛʘ, 

2. ɸʛʨʝʛʘʮʠʠ ʩʘʤʠʤ ʙʠʣʣʠʥʛʦʤ ʪʘʙʣʠʮʳ ʧʦʩʝʱʝʥʠʡ, 

3. ʋʯʝʪ ʧʦʩʝʱʝʥʠʡ ʠʜʝʪ ʢʘʢ ʩʨʝʜʩʪʚʘʤʠ ʩʘʤʦʛʦ ʙʠʣʣʠʥʛʘ, ʪʘʢ ʠ 

ʩʨʝʜʩʪʚʘʤʠ ʧʨʦʢʩʠ ʩʝʨʚʝʨʘ. ʇʨʠ ʵʪʦʤ, ʯʝʨʝʟ ʧʨʦʢʩʠ ʩʝʨʚʝʨ ʙʫʜʫʪ 

ʫʯʠʪʳʚʘʪʴʩʷ ʧʦʩʝʱʝʥʠʷ ʧʦ ʠʤʝʥʘʤ, ʘ ʩʘʤʠʤ ʙʠʣʣʠʥʛʦʤ ʧʦ ip 

ʘʜʨʝʩʘʤ. 

4. ɺʨʝʤʷ ʩʣʠʚʘ ʜʘʥʥʳʭ ʚ ɹɼ ʩʪʦʠʪ 360 ʩʝʢ. 

5. ɺʢʣʶʯʝʥʘ ʟʘʱʠʪʘ ʩʝʨʚʝʨʘ ʠ ʫʯʝʪ ʪʨʘʬʠʢʘ ʩʝʨʚʝʨʘ. 

6. ʋʢʘʟʘʥ ʦʪʜʝʣʴʥʳʡ ʬʘʡʣ ʣʦʛʘ, ʚ ʢʦʪʦʨʳʡ ʧʨʦʢʩʠ ʩʝʨʚʝʨ ʧʠʰʝʪ 

ʣʦʛ. 

7. ɺʢʣʶʯʝʥ ʧʘʨʘʤʝʪʨ algo=2 - ʘʣʛʦʨʠʪʤ ʚʳʙʠʨʘʝʪ ʤʘʨʰʨʫʪ ʥʘ 

ʦʩʥʦʚʘʥʠʠ ʢʨʫʛʦʚʦʛʦ ʧʝʨʝʙʦʨʘ ʠʥʪʝʨʬʝʡʩʦʚ 

 

to_install_dir=/opt/traffpro 

daemon=true 

db_url=localhost 

db_port=3306 

db_usr=root 

db_password= 

db_name=traffpro 

time_in=10 
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time_out=360 

control_eth_addr=true 

net_number=0 

ports_detail=true 

ss_enabled=true 

eth_out=eth0 

url_block=true 

url_detail=true 

out_ip=71.190.11.200 

monitor_on=true 

listen_addr=127.0.0.1 

listen_port=9999 

ip_queue_maxlen=2048000 

squid_connect=true 

squid_log_file=/var/log/squid/traffpro.log 

url_port_squid=80 

timer=false 

antiflood=500 

not_udptcp_control=true 

not_resolv_dn=true 

nat_data_in_db=true 

log_route=true 

shaper_type_linear=false 

url_agregate=true 

url_no_port=false 

algo=2 
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ʇʦʣʝʟʥʳʝ ʧʨʠʤʝʨʳ ʠ ʢʦʤʘʥʜʳ: 

/etc/traffpro/traffpro_rule.cfg: 

ʇʦʟʚʦʣʠʪ ʥʝ ʧʦʪʝʨʷʪʴ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʝʨʚʝʨʦʤ 

ʧʨʠ ʚʢʣʶʯʸʥʥʦʡ ʟʘʱʠʪʝ ʩʝʨʚʝʨʘ. 

iptables -A INPUT -m tcp -p tcp --dport 22 -j ACCEPT  

iptables -A OUTPUT -m tcp -p tcp --sport 22 -j ACCEPT  

 

ʇʨʦʚʝʨʴʪʝ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʬʘʡʣʘʤ: 

ls -l /etc/traffpro/  

 

-rw-r--r-- 1 root root 339 ʅʦ ̫19 17:43 traffpro.cfg 

-rw------- 1 root root 493 ʅʦ ̫20 22:11 traffpro_rule.cfg 

 

ʇʨʦʚʝʨʴʪʝ, ʩʦʟʜʘʣʘʩʴ ʣʠ ʙʘʟʘ: 

mysqlshow - ʧʦʢʘʞʝʪ ʚʩʝ ʙʘʟʳ ʜʘʥʥʳʭ, ʝʩʣʠ ʚʳ ʥʝ ʤʝʥʷʣʠ ʥʘʟʚʘʥʠʝ ʙʘʟʳ, ʪʦ ʜʦʣʞʥʘ 

ʧʦʷʚʠʪʴʩʷ  ɹɼ TraffPro. 

 

ɽʩʣʠ ʚʩʝ ʚ ʧʦʨʷʜʢʝ, ʟʘʧʫʩʢʘʝʤ Traffpro: 

service traffpro start 

 

ʇʨʦʚʝʨʠʤ, ʟʘʧʫʩʪʠʣʘʩʴ ʣʠ ʩʠʩʪʝʤʘ ʫʯʝʪʘ ʪʨʘʬʠʢʘ: 

ps x | grep traffpro | grep -v "grep"  

 

ɼʦʣʞʥʦ ʦʪʦʙʨʘʟʠʪʴʩʷ ʩʣʝʜʫʶʱʝʝ: 

2621 ? Ssl 1:34 /opt/traffpro/billing-daemon/bin/billing daemon=true 

 

ɽʩʣʠ ʚʩʝ ʨʘʙʦʪʘʝʪ, ʧʨʦʚʝʨʷʝʤ, ʙʫʜʫʪ ʣʠ ʟʘʧʫʩʢʘʪʴʩʷ ʩʝʨʚʠʩʳ ʧʨʠ ʩʪʘʨʪʝ ʩʠʩʪʝʤʳ, ʠ, ʧʨʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ,ʜʦʙʘʚʣʷʝʤ ʥʝʦʙʭʦʜʠʤʳʝ ʩʝʨʚʠʩʳ ʚ ʘʚʪʦʟʘʛʨʫʟʢʫ: 

chkconfig --levels 345 mysqld on 

chkconfig --levels 345 httpd on 

chkconfig --levels 345 traffpro on 
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ʇʨʦʩʤʦʪʨ ʩʪʘʪʠʩʪʠʢʠ ʧʦʩʝʱʝʥʠʡ ʩʘʡʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ: 

 

 ʇʝʨʚʳʡ ʩʧʦʩʦʙ: 

ɺʢʣʶʯʠʪʴ ʥʫʞʥʳʡ ʧʘʨʘʤʝʪʨ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 

(/etc/traffpro/traffpro.cfg): 

 url_detail=true  

 

ɺʥʠʤʘʥʠʝ! ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʵʪʫ ʬʫʥʢʮʠʶ, ʫʩʪʘʥʦʚʢʘ ʢʝʰʠʨʫʶʱʝʛʦ 

DNS ʩʝʨʚʝʨʘ, ʦʙʷʟʘʪʝʣʴʥʘ! 

 

ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʚʢʣʶʯʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʦʪʨʘ ʧʦʩʝʱʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ,  

ʙʝʟ ʫʯʝʪʘ ʢʦʣʠʯʝʩʪʚʘ ʩʢʘʯʘʥʥʦʛʦ ʩ ʢʘʞʜʦʛʦ ʨʝʩʫʨʩʘ. 

 

 ɺʪʦʨʦʡ ʩʧʦʩʦʙ: 

            (ʠʩʧʦʣʴʟʦʚʘʥʠʝ TraffPro+Squid ): 

1.ʋʩʪʘʥʦʚʢʘ squid. 

yum install squid 

 

1.ʅʘʩʪʨʦʡʢʘ squid 

vi/etc/squid/squid.conf 

 

           ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ squid  

           (/etc/squid/squid.conf): 

 

acl manager proto cache_object 

acl all src 0.0.0.0/0 

acl localhost src 127.0.0.1 

acl ip src 192.168.1.0/24 192.168.3.0/24 

acl SSL_ports port 443 563 15781 

acl CONNECT method CONNECT 

http_access allow manager localhost 

http_access deny manager 

http_access deny !Safe_ports 

http_access deny CONNECT !SSL_ports 

http_access allow localhost 

http_access allow manager 

http_access allow ip 

http_access deny !Safe_ports 

http_access deny all 

icp_access allow all 

http_port 192.168.1.200:3128 transparent 

hierarchy_stoplist cgi-bin ? 
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acl QUERY urlpath_regex cgi-bin ? 

cache deny QUERY 

 

# ʆʙʷʟʘʪʝʣʴʥʦ, ʝʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʸʤʥʠʢʘ ʣʦʛʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ 

TraffPro 

logformat traffpro %>a %<A %lp %st %ru 

access_log /var/log/squid/access.log traffpro 

 

request_body_max_size 10240 KB 

refresh_pattern ^ftp: 1440 20% 10080 

refresh_pattern ^gopher: 1440 0% 1440 

refresh_pattern . 0 20% 4320 

acl apache rep_header Server ^Apache 

broken_vary_encoding allow apache 

cache_mgr admin@z-tec.ru 

cache_effective_user nobody 

dns_nameservers 192.168.1.200 217.150.34.129 80.79.64.210 

coredump_dir /var/spool/squid 

 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ  ʧʦʣʴʟʦʚʘʪʝʣʴ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ 

ʚʳ ʟʘʧʫʩʢʘʝʪʝ  Squid, ʜʦʣʞʝʥ ʠʤʝʪʴ ʧʨʘʚʘ ʥʘ ʯʪʝʥʠʝ/ʟʘʧʠʩʴ 

ʬʘʡʣʦʚ ʢʵʰʘ ʠ ʣʦʛʦʚ Squid. ʊʘʢʞʝ ʫʢʘʞʠʪʝ DNS ʩʝʨʚʝʨʘ  -  

dns_nameservers. 

 

 

3.ɺʢʣʶʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ 

(/etc/traffpro/traffpro.cfg): 

squid_connect=true 

squid_log_file=/var/log/squid/access.log 

 

4. ʅʘʩʪʨʦʡʢʘ MySQL 

vi /etc/my.cfg 

 

[mysqld] 

datadir=/var/lib/mysql 

socket=/var/lib/mysql/mysql.sock 

user=mysql 

# Default to using old password format for compatibility with mysql 

3.x 

# clients (those using the mysqlclient10 compatibility package). 

old_passwords=1 

long_query_time=10 

key_buffer=256M 

table_cache=2048 

sort_buffer=64M 

record_buffer=256M 
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max_connect_errors=100 

connect_timeout=300 

 

[mysqld_safe] 

log-error=/var/log/mysqld.log 

pid-file=/var/run/mysqld/mysqld.pid 

 

ʀʩʧʨʘʚʣʝʥʠʷ ʩʚʷʟʘʥʳ ʩ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝʤ ʙʦʣʴʰʠʭ ʨʝʩʫʨʩʦʚ 

mysql, ʯʝʤ ʚ ʩʪʘʥʜʘʨʪʥʳʭ ʥʘʩʪʨʦʡʢʘʭ. 

 

 

ʊʘʢ ʞʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʦʜʧʨʘʚʠʪʴ ʩʪʘʥʜʘʨʪʥʳʡ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ apache ʩʝʨʚʝʨʘ. 

 

ʆʩʦʙʝʥʥʦ ʦʙʨʘʪʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

 

<Directory /> 

    Options FollowSymLinks  

    AllowOverride None 

</Directory> 

 

Options Indexes FollowSymLinks  
 

AddDefaultCharset  
 

DirectoryIndex   index.php index.html index.html.var  
 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦ ʥʘʟʥʘʯʝʥʠʠ ʵʪʠʭ ʧʘʨʘʤʝʪʨʦʚ ʯʠʪʘʡʪʝ ʥʘ 

http://apache.org/ 

ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʝʢ VPN ʩʦʝʜʠʥʝʥʠʷ ʥʘʭʦʜʠʪʩʷ  ʚ ʬʘʡʣʝ: 

 

traffpro/ install/traffpro.pppd/install.txt 

 

 

 

 

 

 

 

 

 

 

 

 

http://apache.org/
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ʅʘʩʪʨʦʡʢʘ ʩʚʷʟʠ TraffPro + NetFlows v9 v5 

 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʩʠʩʪʝʤʳ ʪʨʝʙʫʝʪʩʷ 

ʠʟʤʝʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʠ ʜʦʙʘʚʠʪʴ ʠʣʠ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ: 

 

ɸʜʨʝʩ, ʧʦ ʢʦʪʦʨʦʤʫ ʢʦʣʣʝʢʪʦʨ ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ ʚʭʦʜʷʱʠʝ ʜʘʥʥʳʝ ʦʪ ʩʠʩʪʝʤ,  ʛʝʥʝʨʠʨʫʶʱʠʭ 

NetFlows 

netflow_addr=192.168.0.237 

 

ʇʦʨʪ, ʧʦ ʢʦʪʦʨʦʤʫ ʢʦʣʣʝʢʪʦʨ ʙʫʜʝʪ ʧʨʠʥʠʤʘʪʴ ʚʭʦʜʷʱʠʝ ʜʘʥʥʳʝ ʦʪ ʩʠʩʪʝʤ,  ʛʝʥʝʨʠʨʫʶʱʠʭ 

NetFlows 

netflow_port=8818 

 

ʈʝʞʠʤ ʨʘʙʦʪʳ ʤʦʜʫʣʷ NetFlows 

ʄʦʞʝʪ ʧʨʠʥʠʤʘʪʴ  ʟʥʘʯʝʥʠʷ on/off/ comb 

enable_netflow_type=on 
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ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ DHCP ʩʝʨʚʝʨʘ. 

 

TraffPro ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʚʘʪʴ ʜʣʷ ʢʣʠʝʥʪʦʚ ʩʪʘʪʠʯʝʩʢʠʝ ʘʜʨʝʩʘ ʠ ʩʦʭʨʘʥʷʪʴ ʜʘʥʥʳʝ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ dhcp. ɺ ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʭʨʘʥʷʪʴ ʜʘʥʥʳʝ ʚ 

ʦʩʥʦʚʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ. 

 

ʋʩʪʘʥʦʚʠʤ ʧʘʢʝʪʳ: 

yum install dhcp ʠʣʠ apt-get install dhcp3-server 

 

ʇʝʨʝʡʜʝʤ ʢ ʨʝʜʘʢʪʠʨʦʚʘʥʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ. 

 

# DHCP Server Configuration file. 

#   see /usr/share/doc/dhcp*/dhcpd.conf.sample 

# 

# ʦʩʪʘʚʣʷʝʤ ʙʝʟ ʠʟʤʝʥʝʥʠʷ 

# ʠʤʷ-ʩʝʨʚʝʨʘ; (ʚ ʢʘʚʳʯʢʘʭ) 

server-name "router";  

# ʉʝʨʚʝʨʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ, ʩʧʠʩʦʢ IP-ʘʜʨʝʩʦʚ ï ʯʝʨʝʟ ʟʘʧʷʪʫʶ;  

(ʧʨʠʦʨʠʪʝʪʥʳʡ - ʚʧʝʨʸʜ) 

option ntp-servers 192.168.10.1; 

option time-servers 192.168.10.1; 

ʀʟʤʝʥʝʥʠʝ ʚʨʝʤʝʥʠ ʛʦʜʘ. ɿʠʤʘ, ʃʝʪʦ. 

# 1440 - ʣʝʪʥʝʝ, 10800 - ʟʠʤʥʝʝ 

option time-offset 14400; 

# ɼʦʤʝʥʥʦʝ ʠʤʷ 

option domain-name "rumyancevo.local, kursakovo.local, rosinka.local"; 

# 

option domain-name-servers rumyancevo.local; 

# DNS ʩʝʨʚʝʨʘ 

option domain-name-servers 192.168.10.1; 

# Netbios ʩʝʨʚʝʨ. 

option netbios-name-servers 192.168.10.1; 

option netbios-dd-server 192.168.10.1; 

# ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʘʤʙʘ, ʪʦ ʠʩʧʦʣʴʟʫʝʤ ʵʪʦʪ ʧʘʨʘʤʝʪʨ. 

option netbios-node-type 8; 

# ʐʣʶʟʳ, ʝʩʣʠ ʥʝʩʢʦʣʴʢʦ, ʪʦ ʯʝʨʝʟ ʟʘʧʷʪʫʶ. 

option routers 192.168.10.1; 

#option dhcp-renewal-time 3000; 

# ʄʘʩʢʘ ʧʦʜʩʝʪʠ 

option subnet-mask 255.255.255.0; 

# ʐʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʘʜʨʝʩ 

option broadcast-address 192.168.10.255; 

# 
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ddns-updates on; 

# 

ddns-update-style interim; 

# 

default-lease-time 116000; 

# 

max-lease-time 142000; 

 

# 

one-lease-per-client true; 

# 

authoritative;  

#ʦʩʪʘʚʣʷʝʤ ʙʝʟ ʠʟʤʝʥʝʥʠʷ ʚʝʜʝʥʠʝ ʣʦʛʘ 

log-facility local7; 

# ʇʦʨʪ,  ʢʦʪʦʨʳʡ ʩʣʫʰʘʝʪʩʷ dhcp ʩʝʨʚʝʨʦʤ. 

Local-port 67; 

# ʠʩʧʦʣʴʟʦʚʘʪʴ DNS ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʦ IP-ʘʜʨʝʩʫ ʟʥʘʯʝʥʠʷ ʦʧʮʠʠ hostname 

get-lease-hostnames true; 

deny duplicates; 

ʆʩʥʦʚʥʘʷ ʧʦʜʩʝʪʴ. 

subnet 192.168.10.0 netmask 255.255.255.0 { 

interf ace eth1; 

#ɺʨʝʤʝʥʥʳʝ ʢʣʠʝʥʪʳ. 

pool { 

range 192.168.10.250 192.168.10.254; 

allow unknown-clients; 

} 

# ʂʫʨʩʘʢʦʚʦ. 

pool { 

include "/etc/dhcp/dhcp-rumyancevo.conf"; 

range 192.168.10.10 192.168.10.249; 

deny unknown-clients; 

} 

} 

#ɺʪʦʨʦʡ vlan, ʠʥʪʝʨʬʝʡʩ eth1:1. 

subnet 192.168.12.0 netmask 255.255.255.0 { 

interface "eth1:1";  

# ɺʨʝʤʝʥʥʳʝ ʢʣʠʝʥʪʳ. 

pool { 

range 192.168.12.250 192.168.12.254; 

allow unknown-clients; 

} 

# ʈʫʤʷʥʮʝʚʦ. 

pool { 

include "/etc/dhcp/dhcp-kursakovo.conf";  

range 192.168.12.10 192.168.12.199; 



 ˽͔ͪͦͭ͟Υ ͔̏ͭͪͦͤͤ͟͡·͚ ͔͒ͦͯͣͤͭ͟ 

˨͔ͦͯͣͤͭ͟ TraffPro (Traffic & Protection). ͍̂ͫͭ͊ͤͦ͊͟ TraffPro. 

˨͊ͭ͊: 23.05.2010 

ˤ͔͙ͪͫΎ: 1.3.6 business 
 

 

 

ʀʩʧʦʣʥʠʪʝʣʴ: 
ɻʘʣʝʝʚ  ʈʫʩʪʘʤ                                                  ʂʦʥʦʥʝʥʢʦ ʅʠʢʦʣʘʡ 
ʉʠʥʷʝʚ  ɺʘʣʝʨʠʡ                                               ɾʠʣʷʝʚʘ  ɸʥʥʘ 

ʩʪʨ. 25 ʠʟ 27 

 

deny unknown-clients; 

} 

pool { 

include "/opt/traffpro/from_traffpro.conf";  

range 192.168.12.200 192.168.12.249; 

option subnet-mask 255.255.255.0; 

option broadcast-address 192.168.10.255; 

option domain-name-servers 192.168.10.1; 

option netbios-name-servers 192.168.10.1; 

option netbios-dd-server 192.168.10.1; 

option routers 192.168.12.1; 

deny unknown-clients; 

} 

} 

 

ʅʘʩ ʠʥʪʝʨʝʩʫʝʪ ʢʫʩʦʢ ʚʳʜʝʣʝʥʥʳʡ ʢʨʘʩʥʳʤ ʠʤʝʥʥʦ, ʝʛʦ ʤʳ ʜʦʙʘʚʠʤ ʚ WEB-ʘʜʤʠʥʢʫ, ʠ ʪʫʜʘ 

ʞʝ ʙʫʜʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʜʘʥʥʳʝ  

/opt/traffpro/from_traffpro.conf.  

 

 

ɼʘʣʴʰʝ ʧʝʨʝʡʜʝʤ ʢ ʩʦʟʜʘʥʠʶ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɻʘʣʢʫ dhcp ʥʝ ʥʫʞʥʦ ʩʪʘʚʠʪʴ, ʝʩʣʠ ʤʳ ʧʣʘʥʠʨʫʝʤ ʟʘʧʠʩʴ ʚ dhcp.conf 

ʉʦʟʜʘʜʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʘʞʤʝʤ çʆʂè. ʆʪʢʨʦʝʤ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʝʨʝʡʜʝʤ ʥʘ 

ʚʢʣʘʜʢʫ dhcpd.conf 

 

ʉʦʭʨʘʥʷʝʤ çʆʂè 
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ʇʝʨʝʡʜʝʤ ʩʨʘʟʫ ʧʦʩʣʝ ʵʪʦʛʦ ʚ çʉʠʩʪʝʤʘè - çʉʝʨʚʠʩè - çdhcpd.confè 

ʀ ʧʨʦʜʝʣʘʝʤ ʩʣʝʜʫʶʱʠʝ 

ʅʘʞʤʝʤ çʆʪʦʩʣʘʪʴè 

 

ʇʨʦʚʝʨʠʤ, ʟʘʧʠʩʘʣʠʩʴ ʜʘʥʥʳʝ ʠʣʠ ʥʝʪ. 

 

cat /opt/traffpro/from_traffpro.conf  

 

ʀ ʧʝʨʝʟʘʧʫʩʪʠʤ service dhcpd restart ʠʣʠ /etc/init.d/dhcp3-server restart 
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ɼʆʇʆʃʅʀʊɽʃʔʅɸʗ ʀʅʌʆʈʄɸʎʀʗ. 

 

¶http://prov.traffpro.ru/ - ʦʬʠʮʠʘʣʴʥʳʡ ʩʘʡʪ ʧʨʦʝʢʪʘ 

¶http://traffpro.ru/forum/ - ʦʬʠʮʠʘʣʴʥʳʡ ʬʦʨʫʤ ʧʨʦʝʢʪʘ 

 

 

http://traffpro.ru/
http://traffpro.ru/forum/

